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Executive Summary

This report presents the results of an internal evaluation carried out in CUMULUS which is made available
to external stakeholders in der to get an external, full and final validation of the outcomes of the project.

Cost efficient applicationf the CUMULUS8pproach isa key factor fothe succesof CUMULUSEven
the greatest benefits and security improvements may not suffice in caseativantages of CUMULWSB
not weightout its additional costgby cost we mean effort or time foremost, but of course this in the end
also has an impact on monetary costs of the approach, since everybody knows that time is.money)

Therefore the costs have to be analysdubroughly in order to have a reliable basis for making a
decision in favour or against CUMULUS. Obviofeiyhis it alsohas to be cleawhat the benefits areand
also risks of CUMULW@8d how the claimed secuyiimprovements can be assured

This deliverable describeSUMULUS in generdahen concentrates on determining the costs of using
CUMULU&nNd finally focuses on the advantages and drawbacks that come with CUMULUS.
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1. Introduction

This document is an inteah (nonpublic and confidential) report produced by the CUMULUS consortium
that includes an overview of the main results that have been produced in the first 32 months of the project.

The objective of the report is to provide background material to extestakeholders, who will be
invited to participate in the % evaluation activity of CUMULUS, in order to help them formulate an
informed judgement about the merit of our results. The purpose of this report is not to proaide
exhaustive account of all houtcomes of the project. Its purpose is to provide a comprehensive summary
of outcomes and the features of them that we hope would be important in formulating a judgement as to
whether CUMULUS has generated concepts, technigues, methods and tools ¥ieaadhvsanced the state
of the art in the certification of cloud security, and could influence the state of practice in this area.

To achieve the overall purpose of this report, we have selected specific outcomes of the project and
have presented them in a amner that focuses on specific perspectives. In particular, we have focused on
providing an account of:

1 The CUMULUS infrastructure and how the security of it is addressed

1 The different types of CUMULUS certification models and the expressive power thabftbe
in specifying different types of security properties of cloud services, the types of evidence
required for certifying them, and the processes through which they should be certified.

1 The level of assurance that CUMULUS can offer through the citificprocesses that it can
realise.

I The cost of applying the CUMULUS approach in relation to setting up the CUMULUS
infrastructure in order to perform a particular certification process and/or executing this
process using the infrastructure.

9 The benefitaand risks arising from the use of the CUMULUS approach.

In the remainder of this introductory section, we will provide an overview of CUMULUS and a roadmap to
the rest of this report.

1.1. Overview of CUMULUS

CUMULUS has been aimed at addressing the need of creating efficient and automated processes for
certifying security properties of cloud services of all the different layers in the cloud stack, including
infrastructure, platform and software services.

Clou technology offers a powerful approach to the provision of such services without incurring the
considerable cost of owning, operating and maintaining the computational infrastructures required for this
purpose. However, despite being cost effective, thishnology has raised concerns regarding the security,
privacy, governance and compliance of the data and software services offered through it, as the internals of
service provision are not visible to service consumers, and service providers are rekoctake full
responsibility for the security of services that they offer through clouds, and accept liability for security
breaches. In such circumstances, there is a trust deficit that needs to be addressed.

The potential of certification as a means addaessing the lack of trust regarding the security of
different types of information and communication technology (ICT), including the cloud, has been widely
recognisedHowever, the recognition of this potential has not led to as a wide adoption as iexyected
originally. The reason for this is that ICT certification has traditionally (and currently) been carried out
through standards and certification schemes (e.g., 1SO27000, 1ISO27002 and Common Criteria), which
involve predominantly manual ICT systesecurity auditing and inspection processes. Such processes tend
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to be lengthy and have a significant financial cost, which often prevents new and smaller technology
vendors from adopting it.

The certification of cloud services is not an exception of thvierall trend. On the contrary, cloud
security certification is faced with additional challenges stemming mainly from the fact that most of the
existing certification schemes are notfitr-purpose for cloud services, as they offer certification at aicsti
time points without considering the continuum of service provision between them. Hence, existing
certification schemes cannot support dynamic changes in the structure, deployment and configuration of
the systems that underpin the provision of cloud\gdees as, for example, the dynamic migration of data
and software components across different computational nodes within a cloud infrastructure or a cloud
federation.

The CUMULUS has been aimed at addressing the above need by developing and offerifigadiaert
infrastructure that could be used to

(a) Define and execute automatically certification models, which can continuously and
incrementally acquire and analyse evidence regarding the provision mices on cloud
infrastructures.

(b) Use this evidence to ssess whether the provision is compliant witkquired security
properties.

(c) Generate and manage certificates confirming the compliance of services if the acquired
evidence supports this.

CUMULUS has developed the infrastructure envisaged at the outsdteoprbject. This infrastructure
supports the collection and analysis of different types of evidence, including for example test and
monitoring data for cloud service provision, as well as data gathered Trosted Platform Modules The
developed infrastrature can be used by certification authorities to generate and manage digital security
certificates for cloud services. It can also be used by cloud service providers operating at different levels of
the cloud stack, i.e., cloud infrastructure, platformdéor software service providers for satértification.

The use of the CUMULUS infrastructure for different types of cloud services and security properties and
by different types of cloud service providers is enabled through the specification of appeopriat
certification models, describing the process of collecting and analysing evidence in order to assess security
properties and the process of creating and managing digital certificates asserting the outcomes of this
process.

The CUMULUS infrastructure chre used to define certification models, which reflect certification
profiles and processes used by traditional certification schemes (e.g., common criteria) or new certification
profiles. The defined certification models are then automatically executetthddyCUMULUS infrastructure
to realise the relevant certification processes and generate the documentation, evidence and digital
certificates expected by them.

The benefit of using CUMULUS is that the cost of certification can be reduced, its accouraadility
auditability are increased, and service consumer confidence can increase by the presence of certificates
that arise from continuous evaluation of cloud services.

1.2. Structure of this report

The renainder of this report gives an overview of the main auttes that are important for realising the
overall CUMULUS approach. In particular,

1 Section 2 providesmoverview of the CUMULUS infrastructure and the way that the security
and trustworthiness of it are addressed.
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Section 3 provides an overview of the fdient types of certification models that can be
specified and executed using the CUMULUS infrastructure and gives examples whose purpose is
to demonstrate the expressiveness of these models.

Section 4 discusses the level of assurance that can be offeragsérs of the CUMULUS
approach and infrastructure for the certification of cloud service security.

Section 5 provides an analysis of the costs associated with the adoption of the CUMULUS
approach.

Section 6 provides an overview of the benefits and rigkbe CUMULUS approach.

The contents of all the above sections are the outcome of a synthesis of tangible outputs of CUMULUS and
a selfevaluation of their merit. This synthesis has been developed with the hope to facilitate an external
evaluation that waewvant to carry out in the remaining period until the end of the project.
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2. CUMULUS Infrastructure Security

This section presents how CUMULUS has addressed the security requirements set for it, making reference
to assumed trust chains. Throughout teection, we will go through the different security requirements
defined during the project and we will analyse in which way they have been (or not) met. We will consider
those requirements established specifically in deliverables devoted to it and tha&sevanich are implicitly
established as findings of the work performed within the project.

First of all, as discussed in [D2.1], it is necessary to establish a binding between the specification of a
Service Level Agreement (SLA) and the service level dreagtially gets from the provider. CUMULUS is
expected to provide some automation with this regard. The first requirement would be to provide a
standardized definition and measurement of security properties. [D2.1] proposes a solution by means of
the spedfication of security properties in an XML file. In this machisdable XML file, the actual values

of the attributes configuring the properties can be extracted to check whether the SLA is being fulfilled. To
make this comparison, a new requirement canep, having to do with the need to provide an SLA
specification language. This language would enable the provision of formal and meshdiadle semantic
definitions of security properties that could enable the automatic generation of monitoring anthdest
specifications for gathering the operational evidence required for certification [D2.1]. This couple of
requirements are paramount and are part of the essence itself of CUMULUS, since they refer to tools that
are essential to extract the measurement thfe accomplishment of a particular security property, to
compare those values to the ones specified on the SLA and, by basing on such comparison, decide whether
or not issue the corresponding certificate. As a first step, SLA* language was extendediie e cope

with the definition of a meaningful part of the security properties envisaged [D2.1]. Later on, a specific
language to define the assertions needed to define each security property was developed in the context of
the project [D2.2][D2.3][D2.4]

The platform must provide secure authentication and authorization. According to the definition in [D5.1],

Fdzi KSYGAOFGA2Yy Aa (GKS LINRPOSaa 2F OSNATFTeAy3d GKIF G
o2dzi GSNATEAYI (KR UoKEZdR 2 MBI NSNYNBABR G2 R2eé¢ ¢
latter. User/psw feature is provided by the Access Control Manager and TPM is provided by the TC
Manager, so the CUMULUS infrastructure fulfils this security requirement. Once the usteistizated,

the Access Control Module returns a security token. Each time the user wants to perform an action and use
the corresponding resources (i.e. the methods exposed by the API’s) it is checked if the token is signed and
if the user has the correspaling permissions to perform the action. This is done by using configuration
files. In the design of the architecture, it was proposed to check if the user had the proper XACML policies
to perform a particular action [D5.3], but in the end this was nobawglished since a simpler method was
preferred. Preciselgefined roles have been considered in order to do this check avoiding any kind of
ambiguity. The framework must be capable, for instance, to identify a claiming certifier as such, and
authenticate hm accordingly. Then, this certifier will be allowed to access and use the certification
capabilities of the framework under the conditions established in the certification configuration, which
must keep its integrity [D6.1]. The framework provides the rappate capabilities to fulfil these
requirements. Depending on the role the user has, the corresponding configuration must be maintained its
integrity. For instance, in the case of a developer, the Development configuration must be maintained to
ensure acorrect operation of the framework.

In this sense, the authentication and authorization data from the users must be accessible to that/those
user/s playing the role of administrator [D6.1]. This happens actually.

CUMULUS infrastructure must verify theagtity of CUMULUS certification process: evidence collection,
certification models and security models. This is accomplished by the auditing module presented in [D5.3]
which exposes its corresponding Auditing API. In addition, another requirement is tibcatr the
reliability of the agents obtaining the evidences, this role is played byaséd certification which adds
authenticity to the agents [D5.3]. The evidence obtained is signed by the TC Manager [D2.4][D3.2]. Trusted
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Computing mechanisms are alsised to ensure the integrity of the certificates by signing them. Each
certificate will be signed prior to be sent to the dashboard to be shown to the-used The
trustworthiness of the glue component (the Certification Manager) is also monitored dxkicty that the

public key it has is the one it was given at the beginning of the process (the TC Manager keeps the private
part of the pair) [D2.4][D3.2]. Besides, the integrity of user’s authentication and authorisation data must be
ensured so as to awbithe framework and its functions being accessed by malicious/improper users [D6.1].
Nevertheless, not only the agents” trustworthiness must be ensured but also the communication between
such agents and the cloud systems being certified. The eHealth szgmatects this communication by

using technologies such as HTTPS, SSL and TLS. In addition the property defined in [D2.1] which describes
the target of certification (ToC) ability to create confidential communication with external parties has been
certified [D6.4][D3.2]. In the case of the Smart Cities scenario [D6.3] the WeLight server was configured to
redirect any HTTP request to the HTTPS port, therefore forcing to use SSL to ensure the security of
communications. This is quite important in a Smatie€ienvironment, prone to suffer cyberattacks with
unpredictable consequences [ATOS1][ATOS2][ATOS3][ATOS4][ATOS5]. With regard to the hooks needed to
perform the gathering of testing evidence, they are generally protected by means of control accesssystem
[D2.4].

In order to avoid attacks targeting the communication between the framework and the cloud system being
certified, the framework must provide for the evidence collection session the needed security protections,
which are specified in the correspding certification configuration [D6.1].

All the data regarding the different customers using CUMULUS which are stored on the databases provided
by the infrastructure must remain protected. It is required to provide encryption ensuring that data can
onytS§ | 00S&daSR o6& FdziK2NAASR LI NIGASa KIFEI@Ay3d GKS 021
For the sake of the reliability of the security provided with the certificates issued by CUMULUS, it is
required a reatime check of their validity. CUMULUS infrastructure includes irobits API’s (Retrieval) a

specific method (CheckCertificateValidity) which makes this checking [D5.1].

Regarding the certification results, the CUMULUS Framework must maintain their integrity, including any
digital certificates that may have been produdeygl it. These results can include a digital certificate or can

be used by a Certifier to issue a certificate for a given cloud service [D6.1]. The certificates having been
generated by the CUMULUS Framework must not be called into question. Theiemgability must be
assured in case any dispute comes up with regard to certification results. When the Certification
Communicator [D5.3] retrieves a certificate from any of the managers of the framework, it is signed. The
signing is made by the TC Managerusyng the TPM. Prior to this, the certification model on which the
certificate is based was already signed by including in its XML an additional field specifying the name and
the role of who signed the certification model [D2.4]. This is necessary to lisbtad chain of trust
grounded on the produced certificates. TPM is capable to check the integrity of the server. It is used to
check the identity of the agents sending evidence (they are actually who they say they are). TPM checks
that the state of the sever both at hardware and software level is the expected one. By doing this, the
integrity of the certificate is guaranteed. In the new release of the framework architecture [D5.4] the
functionality of validating the certification signature can be invokesm the dashboard. In fact, as
explained in [D2.4], the hypervisor can create, associated to each VM, a virtual platform instance consisting
of a virtual TPM (VTPM) and a virtual Root of Trust of Measurement (VRTM). These are in charge of
measuring the itegrity of the HW and SW of the VM they are assigned. vTPM and vRTM are means to
ensure the integrity of the CUMULUS framework thanks to their capability to attest the good state of each
of the VM’s composing the framework. So far, this has been accomglm@hthe VM containing the testing

and the TC Manager.

Also related to TPM, for reasons discussed in [D2.4] it is stated that with regard to the process of advanced
certification models (multilayer, hybrid and incremental) there must be a vakdaB€dcertificate issued
attesting a valid integrity state of the ToC being certified. This is a security requirement established as
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condition to go to the following step and launch the certification process of the security property intended
to certify. This habeen included as part of the certification methodology developed in CUMULUS.

It is requested the CUMULUS framework integrity to be checked. To do so, an auditing feature is provided.
The auditing module is in charge of gathering the traces deliveredebglitferent components when a user
performs an action. The logs generated must be also ensured their integrity [D5.3] and any modification or
deletion of the traces (intentional or not) must be avoided. In consequence, the integrity of those traces
must beguaranteed [D6.1]. This has not been accomplished since the logs are being neither encrypted nor
protected. Besides, they must be fully available to the Framework Administrator to make use of them when
necessary. The framework auditor should also get s€de these integrity check results. The difference
between the access of an Administrator and an Auditor is that for the former it is mandatory and for the
latter it is desirable. In turn, the relevance of the different kinds of traces is not the samie Wb
availability of traces regarding the certification process (both producing and retrieving certificates) is
mandatory, the one of the traces related to the auditing is just desirable. By getting access to the integrity
check results, the accountaityl for the actions performed by the different kind of users, such as certifiers

or auditors, to name but two, can be demonstrated when necessary, inspiring trust. The traces are
associated an ID, and this is shown in the dashboard. Relevant events a&o lieaced for maintenance

and debugging purposes.

One of the very first requirements that came up from the very beginning of the project had to do with the
need of a chain of trust underlying the whole certification process, being its very foundatierch&in of

trust will be based on the notion of multiple signatures [D2.4]. Signatures are made by using XML signature
functionalities. The trust model must also hold in the case of certificate composition, discussed in [D2.4] as
well. To address this caglittle changes in the chain of trust are made since no new evidence is generated,
but evidence of existing certificates is put together.

Finally, it was specified in [D5.3], in the design of the architecture, that the communication between web
serviceswould be secured by following the principles of \W&curity Standards. Due to the lack of time it
was not accomplished in the end. Nevertheless the innovation brought by this technology is not really
relevant and the consortium decided to put the focusldhe effort on other technological issues like those
regarding the addedalue brought by TPM in terms of security, to name but one.

The following table sums up the main security requirements established throughout the different tasks of
the project and, for each one, a little comment on the extent to which they were fulfilled:

REQUIREMENT RELATED SOLUTION FULFILMENT

DELIVERABLE
Provide standardized D2.1 Specification of security properties by meanaofXML file High
definition and measurement Parameters to measure the fulfilment of the security
of security properties properties

Actual values of such parameters stored in an XML file

Provide an SLA specification | D2.1 Extending SLA* as a first step High
language D2.2 Defining a specific languageitable with the purposes of the

D2.3 project

D2.4
The platform must provide D5.1 User/password and TPM authentication are supported High
secure authentication and D5.3 The Access Control Manager providisgr/passwordeatures
authorization and the TC Manager pries TPM, fulfilling this requirement

Accurate definition of roles
The configuration of the D6.1 The framework provides the appropriate capabilities High
framework for certification
purposes must keep its
integrity
The configuration of the D6.1 The framework provides the appropriate capabilities High
frameworkfor development
tasks must keep its integrity
CUMULUS Infrastructure mug D5.3 The Auditing Module, exposing the corresponding Auditing | High
Date29/06/2015
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verify the integrity of AR, verifies the integrity of the evidence collection, the
CUMULUS certification certification models and the security models
process
Certificate the reliability of the| D5.3 TCbased certification adds authenticity to the agents High
agents obtaining the D2.4 TC Managesigns the evidence obtained
evidences D3.2 The trustworthiness of the Certification Manager is monitore
by a publieprivate key mechanism by means of TPM
The integrity of user’s D6.1 Such integrity is guaranteed by the framework High

authentication and
authorization data must be
ensured so as to

avoid the framework ands
functions being accessed by
malicious/improper users

The communication between| D2.1 Using HTTPS/SSL, HTTPSIM,SLS3.0 Medium
the agents and the cloud D2.4 Redirection of HTTP requests to the HTTPS port
system being certified must | D3.2 Control access systems for the hooks
be ensured D6.3 Two possibilities of accomplishing the testing: ssi§essment
D6.4 and certificationasa-service

Specify in the corresponding certification configuration the
needed security protection for the evidence collection sessi

All the data regarding the D5.1 Encryption is provided ensurirtgat data can only be accessg High
different customers using by authorised parties having the correct 'key'
CUMULUS which are stored
on the databases provided by
the infrastructure must
remain protected.

A realtime check of the D5.1 CUMULUS Infrastructure includes in one of the API's High
validity of the certificates (Retrieval) a specific methddheckCertificateValidity) to

issued by CUMULUS is accomplish this

required

The CUMULUS Framework | D6.1 The framework is capable to provide this certainty thanks tq High
must maintain the integrity of | D5.3 the process of issuing certificates itself, which is based on {

the certification results, D5.4 gathering of the appropriate evidence, and the integrity

including any digital D2.4 providedto the agents involved and the data and traces
certificates that may have appearing throughout the certification process.

been produced by it. The A chain of trust grounded on the produced certificates is
framework must produce established, and TPM (and virtual TPM) plays a relevant ro
certification results onlyrom the process

consistent evidence collectior

results

When launching and D2.4 This has been included as part of the certification High
advanced certification proces methodology developed in CUMULUS

(multilayer, hybrid or
incremental) there must be a
valid TGbased certificate
issued attesting valid integrity|
state of the ToC being

certified

The CUMULUS Framework | D6.1 Auditing feature. The auditing module gathers the traces by High
integrity is requested to be the different components when a user performs an action
checked

The framework must ensure | D5.3 This has not been accomplished Low
the integity of the logs D6.1

generated and any
modification (intentional or
not) of the traces must be
avoided

The logs generated must be | D6.1 The framework provides thappropriate capabilities High
fully available to the
Framework Administrator

The auditor should get accesy D6.1 The framework provides the appropriate capabilities High
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to the integrity check results

of the logs

There must be a chain of trus| D2.4 It is defined a signature process where responsibilities are | High
underlying the whole spreadacross thecertification process lifecycle and the
certification process, being its entities involved in it.

veryfoundation

Within the architecture, the D5.3 Not accomplished in the end Low

communication between
webservices should be
secured by follwing the
principles of WSsecurity
Standards.

Tablel - CUMULUS Main Security Requirements
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3. Representational expressiveness of CUMULUS certification models

CUMULUS can generate different typesligital certificates for cloud security properties. These are:

1 Certificates that assert the satisfaction of a given security property by a cloud service based on
the collection and analysis of test data. In CUMULUS, these certificates are kntegh lzssed
certificates and may relate to cloud services at the infrastructure, platform or software layer.
Test based certificates are produced by the executiontest based certification models
(TBCMs).

9 Certificates that assert the satisfaction of a givenusigg property by a cloud service based on
the collection and analysis of data collected by monitoring the service. In CUMULUS, these
certificates are known asionitoring based certificateand may relate to cloud services at the
infrastructure, platform o software layer. Monitoring based certificates are produced by the
execution ofmonitoring based certification models (MBCMs)

9 Certificates that assert the satisfaction of a given security property by a cloud service based on
data collected byTrusted Comuting (TC) mechanisms provided by Trusted Platform Modules
(TPM) In CUMULUS, these certificates are knowirasted Computingbased certificatesind
relate to cloud services at the infrastructure layer. Trus@uanputing based certificates are
producedby the execution ofrustedComputingbased certification models (TCBCMSs)

91 Certificates that assert the satisfaction of a given security property by a cloud service based on
the collection and analysis of data collected by testing and monitoring the eeli€UMULUS,
these certificates are known dsybrid certificatesand may relate to cloud services at the
infrastructure, platform or software layer. Hybrid certificates are produced by the execution of
hybrid based certification models (HBCMs)

In the fdlowing, we present an overview of the certification models that we use to specify the process of
collecting the evidence and producing the different types of certificates summarised above, i.e., TBCMs,
MBCMs, TCBCMs and HBCMs.

3.1. Test Based Certification Mo dels

In this ®ction, we present a summary oé3t-based certification model.

3.1.1. Certification Model element

The Tesbased Certification Model fully complies with the CUMULUS Maidel in D2.3. The Certification
Model specification schema includes the elements offigurel.
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= |:| cm:CommonCertificationModeType (extension base)

CertificationModell D
LifeCycle

®

[ | TestCertficationModel @

Baze Type cm:.CommonCertificationModelType

CertificationModelTemplatel D
s (O]
Type xs:string

Context

HGUREL ¢ TESTBASEMERTIFICATIOMODEL

Validity period expired

Sufficient evidence

Sufficient

evidence ri6d expired

ory evidence
Not sufficient evidence

Contradictory evidence

FGURHE BX; TESTBASEMERTIFICATIAMODELNI NOT ISSUEDISSUED SSUSPENDEBEXPIREIRREVOKED

In the following we briefly recap the structure and the meaningaxth elementn Figure 15.

1 The CertificationModellD element defines the unique identifier of a CM inside CUMULUS
framework. It is part of the common elements.

1 TheLifeCycleelement models the certificate evolution from its issuing to possible expiration or
revocation. It is part of the common elements. In tradi@b certification, thelLife @cle is in the
bailiwick of the Certification Authority issuing the certificate. It is executed statically looking at the
produced evidence and evaluating the sufficiency conditions on the validity of the certificate (i.e.
certificate issuing). Decisions like certification suspension, revocation or expiration are normally
taken asynchronously and offline by the Certification Authority, for instance as reaction to new
vulnerabilities discovery. In a cloud scenario, where theifigate Life cle is managed at run
time on the basis of evolving evidence, the static intervention of a Certification Authonyt is
always feasible. The Lifeyce definition requires full machineadable description of certificate
states and the ewas that trigger transitions between them. The certificdtde §cle is modelled
as a deterministic finite state automaton with each vertex representing a possible state of the
certificate with label (e.g., issued, suspended, revoked, expired) and eaysh representing a
transition between two states. Each edge is labelled with a condition over certificate's evidence
that regulates the transition. For instance, a transition from ISSUED state to SUSPENDED state can
be triggered by a condition saying thi#ie amount of positive evidence in a certain period of time is
going under a predefined threshol&igureTBXshows theTestbasedLife Gcle automata. An
example of Life Cycle in a Tdstsed CM is presente?il.1
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9 The SecurityPropertyelement defines the &urity Property, which has to be certified by the
Certification Model instance. It is part of the common elements. The securityPropertyType is an
extension of the propertyDefType, already defined(@UMULUS, D2.1 Development of ségur
properties specification scheme and security dependency models, 20iB)ncludes some other
parameters relevant to the property definition

1 TheSignatureelement provides the publikey signature of the certification framework that signed
the CM Instance (see D2.3 for more details on the role of CM Instance) via delegation from the
certification authority. It is part of the common elements. The publicdiggature can be verified
by any entity using the CM and is necessary to establish a chain of trust grounded on the produced
certificates. It also defines the Tester executing the Certification Model and signing it for integrity.
The Tester can be a Céigation Authority dealing with the overall certification process or a Lab
accredited by the Certification Authority.

1 The Target of Certification (ToCHefines the certification perimeter in terms of involved
mechanisms and specifies thayer (i.e., senge, platformand infrastructuré of certificate binding.
It is part of the common elements. Each mechanism belongs to a cloud layer and can support a
security property alone or in cooperation with other mechanisms in ToC. For instance, let us
consider a To for security property p=(Confidentiality, ctx#nansit and atrest). ToC includes two
mechanismsnag and mag related to service layer and infrastructure layer, respectively, and its
binding is defined at service layer. Mechanism greéencryption, lgo = XMtencryption, protocol
= WSSecurity, level=message-transit} refers to a mechanism implementing an encrypted
communication channel, mechanism mee {encryption, algo = encrypted FS} identifies a
mechanism implementing an encrypted file systeon protecting data at rest. ToC includes also
Targets of Tes{ToTs) suelement (the sukelement specifies the accessible APIs for testing the
ToC) and the operative condition selements (they describe the operational conditions under
which the ToC workand include all the necessary technical information, such as the vendor and
the release related info, installation constraints)

0 ToTs: Target of Test is a set of smaller and more specific targets that compose the whole
ToC. Each ToT describes the targeamw Abstract Collector. The interfaces specify where
the Abstract Collector operations insist orypeprovides general information on the type
of interface (such as public interface, internal api, configuration file), whilespecifies the
reachablenterface.

& [ totType (extension base)

[ interfaceTaT

= Attributes

stateRef (®

@ Cr L Interface
. ®
L a
ToT ®

] Attributes

collectorReflD j(®

HGURR2 ¢ TOT ELEMENTYPE
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1 The CertificationModelTemplatelDelement represents a reference to the Certification Model
Template this CM was built on. See D2.3 for more details on the role of CM Template.

1 TheCollectorselement was not changed significantly from what described in D2.3, it contains a
set of elements, calledbstractCollectoand Collector whose goal is to describe thegtbased
evidence collection process for a given property and ToC. Each Abstratti®aliescribes testing
activities without the definition of the real test cases to be executed on the ToC. Its scope is to
define a set of testing flows for a specific test type (e.g., random input, input partitioning) and test
category (e.g., functionatpbustness, penetration). Each Collector element is defined according to
an element AbstractCollector and specifies the real test cases to be executed. AbstractCollector
and Collector play a significative role in the process of instantiating a CM Tenmitata CM
Instance (see Section 3.1.1 for more details). A change from what stated in the last Deliverable is
the specification of the probe repository as an element of the Collector. Figure 17 shows our
Collectors element schema.

O [ ColeclorType

.= [ AbstractCollector
Type AbstracCollectorType

© [ GeneralCollectorType

(O] Attributes
0..w | ConditionForSomministration ®
r Type ConditionFor nType
(Gagogn)®
S
AbstractCollectorRef )&

driver
- @
Type xs:string

.= | Collector
Type GeneralColectorType

Callectors o .
Type ColectorType

EventBusCaollector

Type eventBusCollectorType |®

HGURE ¢ COLLECTORBEMENTYPE

0 The Aggregatorsub-element describes how to collect the test outcomes and how the
evidence must be aggregated. In our Certification Model the Aggregator is-elesulent
of Abstract Collectoand Collector. lalso dals with criteria for interpreting test results in
terms of sufficiency of collected results and includes performance thresholds that are
appropriately scaled and arranged in different levels to provide different levels of
assurance.

1 TheContextelement deails the configuration of tools that were used in the certification process. It
defines the required Test Agent (TA) types to execute all testing activities. Each Test Agent type
may specify a specific deployment over a specific cloud or forward inputsgiting activities to an
already deployed TA.

3.1.1. An Example of Test Based Certification Models

Below, we describe an example of T8stsed Certification.

The CM we analyse aims to certify a web service for the propaiyaccountcontrol:limitation-of-failed-
userauthentications Its code is shown at the end of this paragraph.
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Property IAM:accountontrol:limitation-of-failed-userauthentications guarantees that any series of N
unsuccessful login attempts to an accourguits in the suspension of the account for a duration T
(expressed as a function of N), or untdemabled by a user with adequate administrative privileges.

This property has three performance attributes: the number of unsudokatempts needed to trigger a
suspension delay (triggerCount expressed as integer), and two parameters of the delay function (delayA
and delayB).

The target of certification (ToCs) is théhealth web service (a CUMULUS pilot). The target of test define

the interfaces to be addressed by the test cases, in this case the test addresses the web service login
interface.

Ly GKAa /aX 6S KIF@S 2yfe 2yS 02tftSO0G2N) dKFd gAf"
available. Once the test cases aensthey will be evaluated according to what written in the difgcle

part.

Exampleof TestBased Certification Modd]ATOS eHealth Application)

<?xml version ="1.0" encoding ="UTF-8"?>
<test:testBasedCertifcationModel

xmins:sch ="http://www.ascc.net/xml/schematron"
xmins:ec ="http://slasoi.org/monitoring/citymonitor/xmlrule”

xmins:sla  ="http://www.slaatsoi.eu/slamodel"
xmins:jxb  ="http://java.sun.com/xml/ns/jaxb"

xmlins:cm ="http://www.cumulus.org/certificate/model"

xmins:test  ="http: //www.cumulus.org/certificate/model/test"
xmins:xsi  ="http://www.w3.0rg/2001/XMLSchema - instance”
xsi:schemal.ocation ="http://www.cumulus.org/certificate/model/test

file:/Users/iridium/Documents/workspace/testManager/XMLRepository/CertificationModel/testb
asedCM.xsd" >

<CertificationModellD >cumulus:cm:id:test:071103 </ CertificationModellD >
<LifeCycle >
<InitialState stateld ="not_issued" />
<states >
<state ><atomicState stateld ="not_issued" name="not issued" /><| state >
<state ><atomicState stateld ="issued" name="issued" /></ state >
<state ><atomicState stateld ="suspended" name="suspended" /></ state >
<state ><atomicState stateld ="expired" name="expired" /> </ state >
<state ><atomicState stateld ="revoked" name="revoked" /> state >
</ states >
<transitions >
<transition From="not_issued" To="issued" >

<WhenCondition >
<Condition >
<collectorCondition >clogin </ collectorCondition >
</ Condition >
</ WhenCondition >
</ transition >
<transition From="issued"  To="revoked" >
<WhenCondition  negated ="true" >
<Condition >
<collectorCondition >clogin </ collectorCondition >
</ Condition >
</ WhenCondition >
</ transition >
<transition From="revoked" To="issued" >
<WhenCondition >
<Condition >
<collectorCondition >clogin </ collectorCondition >
</ Condition >
</ WhenCondition >
</ transition >
</ transitions >
</ LifeCycle >
<Signature ><Name>FUB</ Name><Role >Certification Authority </ Role ></ Signature >
<ToC Id ="toc - ehealth" >
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<CloudLayer >SaaS</ CloudLayer >
<ConcreteToc >ehalthws </ ConcreteToc >
<TocDescription =~ ></ TocDescription >

<TocURI >https://ehealthws.150.214.47.153.xip.i0:35443 </ TocURI >
<ToTs>
<ToT collectorReflD ="clogin" >
<Interface stateRef ="*" >
<type >Login Interface </ type ><call >ehealth.py </call >
</ Interface >
</ ToT>
</ ToTs>
</ ToC>
<SecurityProperty
SecurityPropertyDefinition ="Series of N unsuccesful logins, suspension of
account (for a duration T)" >
<sProperty  class ="CSA:IAM:Account - control:Limitation - of - failed - user -
authentication:triggerCount" >

<propertyPerformance >
<propertyPerformanceRow >
<propertyPerformanceCell
name="tri ggerCount" >5</ propertyPerformanceCell >
</ propertyPerformanceRow >
</ propertyPerformance >
<propertyParameterList />
</ sProperty >
</ SecurityProperty >

<CertificationModelTemplatelD >cumulus:cm:template:test:02 </ CertificationModelTemplat
elD >
<Collectors >
<AbstractCollector Id ="0" >
<TestCategory >Functionality.Input partitioning </ TestCategory >
<TestType >Random Input </ TestType >
<TestDescription >login and lockout </ TestDescription >
<TestGenerationModelLink >www.cumulus -
project.eu/locjout.sts </ TestGenerationModelLink >

<TestCases >
<TestCase >
<ID>1</ID >
<Description  >lockout </ Description >
<TestInstance Operation ="1" >
<Preconditions  ></ Preconditions >
<HiddenCommunications ></ HiddenCommunications >
<Input >admin=admin password=admin123 </ Input >
<ExpectedOutput >login as admin </ ExpectedOutput >
<PostConditions  ></ PostConditions >
</ Testinstance >
<TestInstance Operation ="2" >
<Preconditions ></ Preconditions >
<HiddenCommunications  ></ HiddenCommunications >
<Input >username=userCumulusT password=pass1234 </ Input >
<ExpectedOutput >user created </ ExpectedOutput >
<PostConditions  ></ PostConditions >
</ Testlnstance >
<TestInstance Operation ="3" >
<Preconditions  ></ Preconditions >
<HiddenCommunications ></ HiddenCommunications >
<Input >username=userCumulusT password=xxx </ Input >
<ExpectedOutput >fail login </ ExpectedOutput >
<PostConditions  ></ PostConditions >
</ Testinstance >
<TestInstance Operation ="4" >
<Preconditions ></ Preconditions >
<HiddenCommunications ></ HiddenCommunications >
<Input >username=userCumulusT password=password </ Input >
<ExpectedOutput >fail login </ ExpectedOutput >
<PostConditions = ></ PostConditions >

Date29/06/2015

Pagel8/ 58




Document name:CUMULUS Evaluation Repoxt Project Results summarized for external Evaluators
Version: 1.0
Security: Public

</ Testinstance >
<TestInstance Operation ="5" >
<Preconditions ></ Preconditions >
<HiddenCommunications ></ HiddenCommunications >
<Input >username=userCumulusT password=pwdtest </ Input >
<ExpectedOutput >fail login </ ExpectedOutput >
<PostConditions ></ PostConditions >
</ Testinstance >
<TestInstance Operation ="6" >
<Preconditions ></ Preconditions >
<HiddenCommunications ></ HiddenCommunications >
<Input >username=userCumulusT password=userCumulus </ Input >
<ExpectedOutput >fail login </ ExpectedOutput >
<PostConditions ></ PostConditions >
</ Testinstance >
<TestInstance Operation ="7" >
<Preconditions ></ Preconditions >
<HiddenCommunications ></ HiddenCommunications >
<Input >username=userCumulusT password=passwordeasy </ Input >
<ExpectedOutput >fail login </ ExpectedOutput >
<PostConditions ></ PostConditions >
</ Testinstance >
<Testlnstance Operation ="8" >
<Preconditions ></ Preconditions >
<HiddenCommunications ></ HiddenCommunications >
<Input ></Input >
<ExpectedOutput >lockout true </ ExpectedOutput >
<PostConditions ></ PostConditions >
</ Testinstance >
</ TestCase >
</ TestCases >
</ AbstractCollector >
<Collector Descriptor ~ ="login and lockout" Id ="clogin" isStatic ~ ="false"
toDeploy ="true" >
<ConditionForSomministration >
<DeltaTime >PT15H</ DeltaTime >
</ ConditionForSomministration >
<Aggregator  AggregatorDescription ="alltrue" transient  ="1" >
<TestMetrics >
<TestMetric name="lockout" >
<expected >true </ expected >
<tested ></tested >
<operation >=</ operation >
</ TestMetric >
</ TestMetrics >
</ Aggregator >
<AbstractCollectorRef id ="0" />
</ Collector >
</ Collectors >
</ test:testBasedCertifcationModel >

3.2. Monitoring Based Certification Models

| 3.2.1. Overview of MBCM specification schema

As discussed in the introduction of Section 3, monitoring based certificates may be generated on the basis
of evidence gathered through continue monitoring from the cloud provider. For such certificates, the
target of certification, the security property to be certified, the extent of the monitoring evidence that must
be collected to assess thwwoperty and the process of certification are spiéil by a monitoring based
certification model (MBCM). This model drives the operation of the CUMULUS framework, which produces
the certificates. These certificates are then signed off by a certification authority that accepts the MBCM
which defined the csdification process either automatically or following some audit.
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Figurel - Monitoring-based Certification Model schema elements

A monitoring based certification model is specified in an XML based language whdsedlgiructure is
shown inFigurel. According to this schema, an MBCM specifies:

(1) the cloud service to be certified (i.e., a Target of Certification (TOC));
(2) the security property to be certified for TOC;
(3) the certification authority who will sign the certifies generated by the model;

(4) an assessment scheme defining general conditions regarding the evidence that must be
collected for being able to issue a certificate;

(5) additional validity tests regarding the configuration of the cloud provider and the CUMULUS
framework itself that must be satisfied prior to issuing certificates;

(6) the monitoring configurations that will be used in order to collect the evidence required for
generating certificates;

(7) the way in which the collected evidence will be aggregated intifioates (evidence
aggregatiol; and (8) a life cyclmodel thatdefines the overall process of issuing certificates.

In MBCMs, a ToC is specified as a concrete endpoint with a set of service interfaces that are offered by it to
external parties (providednterfaces) and a set of interfaces required of external parties (required
interfaces ). The security property to be certified is specified by assertions. Assertions are formulas in a
temporal logic language that is based on Event Calculus. An assediospdcified as an
AssertionFormulaTypdement in XML and, as shownhkigure2, it is specified as a temporal formula of the

form:

Assertion: [ preconditionY postcondition

The (optional)preconditionelement in the formula determines the conditions under which the assertion
should be checked (i.e., the conditions which if become true should trigger the checking of the assertion),
and thepostconditionelement determines the conditions that are guaraed to hold (i.e., should become

true if the preconditions are true). Pigonditions and postonditions are specified as elements of the XML
type AssertionConditionTymnd may include quantifiedrtie and nortime variables.
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© [ quantificationType
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Type Restriction of "xs:string’
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Type quantificationType
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Type AssertionConditionType
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Type AssertionConditionType

Figure2 - Assertion Formula Type

The typeAssertionConditionTypenables the definition of atomic or complex logical conditions. This is
enabled by the structure of this type, which is shownFigure3. An atomic condition an be of three
different types:

1 an event condition (i.e., an element e¥entConditionType
i a state condition (i.e., an element of tygtateConditionTypeor
9 arelational condition (i.e., an element of typalationalConditionType

Event conditions are conditions regarding the occuceinf events related to the TOC that the assertion,
which includes the condition, refers to (e.g., the occurrence of an invocation (call) of an operation in one of
GKS ¢h/ Qa AYGSNFI OSa 2N I NBalLkRyaS (2hesdethe OF f
system that is being monitored at a given time point (e.g., a condition stating a certain user has already
logged in to it or that the system is TPM enabled). A relational condition is a condition about the value of a
variable used in an asertion (e.g., a condition requiring a variable to have a certain value or a condition
requiring two variables to have the same value).

atomicCondition
Type AssertionAtomicConditionType

o@J

operator
Type logicalOperatorType

© @ Aftributes

conditioniD
Type xs:string

| D AssertionAtomicConditionType |

relationalCondition
Type relationalConditionType
Figure3 - Assertion Condition and Assertion Atomic Condition
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An event condition is a condition expressing the occurrence or the enforcement of the execution of an
event. This event can be: (a) the call of an operation (i.ealbevent), (b) a response to a call of an
operation (i.e., aeplyevent), or (c) an exaution of an operation that must be invoked by the monitor itself
(i.e., an execute event). An event condition is defined as an XML element of the XML type
eventConditionTypeshown in Figure 4. As shown in this figure, events in the assertion language of
QUMULUS are time stamped. Hence, an event condition is always associated with a time vafabple (
that expresses the time stamp of the event and which may be restricted to be in a particular time range,
i.e., fromTime toTimg. The lower and upper boutary of such ranges (i.romTime toTimég can be
defined parametrically as linear expressions over time variable value and constants.

—1® Attributes eventiD ©
Type IDVariableType

correlatedEventiD |
Type IDVariableType ‘

call
Type operationType

Type operationType

execute

t

Type operationType

e Jo—(E)

timePeriod
Type TimePeriodType

fromTime

Type TimeExpression |

toTime
Type TimeExpression |

Figure4 - Event Condition Type

The second type of atomic conditions in an assertion iestanditions. State conditions refer to the state

of the system that is being monitored at a particular instance of time. A state condition may, for example,
be that a particular user ul is successfully logged into a system with a role rl at a pantistdace of

time t1. Conditions are expressed byary relations of the fornrelationr-name(argz X 3). InllihgBwith

Event Calculus, such relations can be set up at the beginning of the operation of a system or initiated by
events that occur at specifiime points during the operation of the system. They can also be terminated
by other events. From the time that a state condition is initiated by an event and until the time that it is
terminated by an event the condition holds (i.e., it is assumed to roe)T In the case of our previous
example, the state condition expressing that ul has been logged in with role r1, would be expressed by the
relation loggedin(ul,rl) This condition would be initiated by a logging in event by ul and would be
terminated bya logging out event by ul.
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Figure5 - State Condition Type

State conditions can be specified as instances of the sygieConditionTypeThe structure of this type is
shown inFigure5. The type supports the specification oErlents expressing the initiation, termination
and holding of state conditions. In particularstateConditionTypelement can be:

() Aninitiates element which expresses the initialisation of a state condition by some event at
some time point. The definitiomf such elements consists of: (a) tlewent element which
causes the initialisation of the state value; (b) #tate of the system that is initiated by the
event; and (c) the time when the state is initiated by the evéni€Var).

(i) Aterminateselement which expresses the termination ofstate by aneventat a given time
point (timeVal).

(iii) A holdsAtelement which expresses a condition that a system state must be true (i.e., hold) at
specific time pointholdsAtelements are defined by: (a) n state element that represents the
state value (sednitiates element above) and (b) timeVarthat represents the time when the
state is held (this element is of complex tyjpaevariable Typg

(iv) An initially element that repesents a state holding initially when the operation of a system
starts.

Assertions in a certification model can be of two types: assumptions, or monitoring rules. Monitoring rules
are assertions, which express the conditions that must be satisfied dumanmonitoring process of a ToC.
Assumptions are assertions, which are used to record and update state variables indicating the state of the
ToC during the monitoring period.

The assessment scheme defines conditions regarding the evidence that mustdmtecbih order to be
able to issue a certificate. These conditions are related to: (i) the sufficiency of the collected evidence, (ii)
the expiration period for certificates, and (iii) anomalies and conflicts that should be monitored during the
certification process. The evidence sufficiency conditions may relate to the minimum required period of
time that the ToC should be monitored and the minimum number and representativeness of events (i.e.,
instances of ToC operations) that should be gathered befocertficate can be issued. In an MBCM,
anomalies refer to: (1) potential attacks on TOC, (2) other suspicious behaviour or (3) operational
conditions related to the security property that is to be certified.-(@) are monitored since they may
potentially affect the satisfiability of the security property and, therefore, lead to the suspension or
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should be monitored as part of a certification model shobédbased on an analysis of potential attacks.

This analysis should cover ways in which the behaviour of different external actors that interact with TOC
and the overall operating conditions of the interaction between TOC and these actors may affect the
sdisfaction of the given security property by the TOC. Like security properties, anomalies are also specified
as assertions, except that their violation does not lead automatically to the suspension/revocation of a
certificate.

Conflicts aim to capture casewvhere a given security property would not be satisfied if it were to be
assessed over different monitoring aggregation periods. The availability of a service may, for instance, be
above 99% if assessed on a monthly basis by certification model whosetys@caperty refers to this
period of assessment, but it may be below this threshold if shorter/longer assessment intervals are
considered. In an MBCM conflicts are defined by alternative assessment periods for the security property.

The life cycle modebf an MBCM defines the process by which certificates of the MBCM can be
generated and managed (e.g., suspended, revoked). In an MBCM, a life cycle model (LCM) is defined by a
state transition model expressed in XML, as showrigiire6. In particular, dife cycle model is defined by
a set of states and transitions between them. States can be composite or atomic. Composite states are
refined into parallel or mutually exclusive substates. All state types can be associated with actions that are
executed upa entry to or exit from the state. Transitions are associated by call events or triggering
conditions (wherconditions). They can also be guarded by further conditions and be associated with
actions that are executed when a transition is to be traversed @uor to arriving at the destination state.
Actions correspond to invocations of operations in required and provided interfaces that are defined as
part of an LTM. Provided interfaces include operations offered from the CUMULUS framework and required
interfaces define operations of external tools.

InitialState
Type PseudoStateType

© [ StateType

atomicstate o
Type AtomicStateType

®
Type CompositeStateType

e
Type PseudoStateType

historyState >
Type HistoryStateType

sitianMadelType

Figure6 - Life Cycle Model schema (life cycle models are expressed as state transition models)

Monitoring based certification models can be used to specify most of the security piespar the CSA
catalogue [CUMULUS £222012] that was created as a list of security properties to drive the development
of research in CUMULUS. Examples of these properties includomgrepudiation (AlS:noR
repudiation:nonrepudiatiorrof-origin), confidentiality at internal data access levAl$:confidentiality:data
accesdeve) and external access levehl§:confidentiality:externalata-exchangeconfidentiality, and
network level authentication AIS:authentication:networkuthenticatedserveraccesy have been given
[CUMULUS B2, 2014] and a full analysis of the properties in the CSA catalogue for which monitoring
based certification models can be specified is providethible?2.
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Property Certifiable
Domain Property name Monitoring Testing
AlS integrity Softwareintegrity-protection Yes Yes
AlS integrity Softwareintegrity-detection Yes Yes
AIS integrity Malwareprotection Yes Yes
AIS integrity Dataalteration-prevention Yes Yes
AIS integrity Dataalteration-detection Yes Yes
AIS confidentiality Dataaccesdevel Yes (Y2) Yes
AlS confidentiality Externaldata-exchangeconfidentiality Yes (Y2) ves
AIS authentication Authenticatiorof-data-origin Yes (Y2) Yes
AIS authentication Network-authenticatedserveraccess Yes (Y2) Yes
Network-mutually-authenticatedclient- Yes Yes
AlS authentication serverchannel
AlS Non-repudiation | Nonrepudiationof-origin Yes (Y2) Yes
AlS Nonrepudiation | Nonrepudiationof-receipt Yes ves
Informationflow- Yes Yes
AIS control Blacklist
Informationflow- Yes Yes
AIS control Whitelist
Percentageof-systemwith-time- Yes Yes
AlS auditability synchronization
AIS auditability Maximummeasuredtime-drift Yes Yes
AlS auditability Usertraceability Yes ves
AIS auditability Securityeventstorageintegrity-level Yes Yes
VS isolation Tenantisolationlevel Yes Yes
IVS isolation Colocationindistinguishability Yes ves
IPY portability Dataportability Yes Yes
Incident Yes Yes
management
SEF quality Mearnttime-betweenincidents
Incident Yes Yes
management
SEF quality Percentageof-timely-incidentreports
Incident Yes Yes
management
SEF quality Percentageof-timely-incidentresolutions
Identity- Userauthenticationand-identity-assurance Yes Yes
IAM assurance level
Credential Yes Yes
IAM security Passworestorageprotection-level
Percentageof-timely-suspensiorof-unused Yes Yes
IAM Accountcontrol useraccounts
IAM Accountcontrol Limitation-of-failed-userauthentication Yes Yes
IAM Accountcontrol Inactivesessiorblocking Yes Yes
IAM Accountcontrol | Limitation-paralletactivesessions Yes Yes
EKM keymanagement | Cryptographiebrute-force-resistance Yes Yes
EKM keymanagement | Keygenerationquality Yes ves
EKM keymanagement | Keyaccesscontrol-level Yes Yes
EKM keymanagement | Cryptographiemodule-protection-level Yes Yes
Date29/06/2015

Page25/ 58



Document name:CUMULUS Evaluation Repoxt Project Results summarized for external Evaluators

Version: 1.0

Security: Public

Property Certifiable
Domain Property name Monitoring Testing
Percentageof-systemwith-formal-risk- Yes Yes

GRM Riskcontrol assessment
GRM Riskcontrol Percentageof-systemwith-tested-controls Yes Yes
LSC Locationcontrol | Countrylevetanchoring Yes ves

Personadata Yes Yes
LSC privacy Consultatiorability

Personaldata Yes Yes
LSC privacy Modification-ability

Personadata Yes Yes
LSC privacy Deletionrability

Personadata Yes Yes
LSC privacy Timelyaccess
DSI Datadisposal Datadeletion-quality-level Yes ves
DSI Datadisposal Percentageof-timely-effective-deletions Yes Yes

Dataleakage Yes Yes
DSI control Dataleakagedetection

Dataleakage Yes Yes
DSI control Dataleakageprevention
DSI durability Storagefreshness Yes Yes
DS durability Storageirretrievability Yes ves
DS durability Percentagedurability ves Yes

Vulnerability Yes Yes

management
TVM quality Vulnerabilityexposurelevel

Vulnerability Yes Yes

management Percentageof-timely-vulnerability
TVM quality corrections

Vulnerability Yes Yes

management
TVM quality Percentageof-timely-vulnerabilityreports
DCS integrity Authenticationfeature-count Yes Yes
DCS integrity Tamperevidence Yes ves
DCS integrity Tamperresistance Yes Yes
BCR availability Percentageof-uptime Yes ves
BCR availability Percentagenf-processeerequest Yes Yes
BCR availability Percentageof-timely-recoveries Yes Yes
BCR availability Meantime-betweenfailure Yes ves
BCR recovery Recovenypoint-objective Yes Yes
BCR recovery Recoventime-actual Yes ves
BCR recovery Recovenrysuccessatio Yes Yes
BCR Resourcecontrol | Elasticityreservedcapacity Yes Yes
BCR Resourcecontrol | Percentageof-timely-provisioningrequest Yes Yes
BCR Resourcecontrol | Allocationlimitation Yes ves
BCR Resourcecontrol | Deniatof-serviceattackresistance Yes Yes

Compliance Yes Yes
CCC control Percentagenf-compliantdevices

Compliance Yes Yes
CCC control Percentagenf-compliantsoftware

Configuration Percentageof-timely-configurationrchange Yes Yes
CCC changecontrol notification
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Property Certifiable
Domain Property name Monitoring Testing
Configuration Yes Yes
CCC changecontrol Configurationchangereporting-capability

Table2 - List of Certifiable Properties in CSA Catalogue

However, beyond the security properties that we used as reference in CUMULUS, monitoring based
certification models can be used to automate certification based in traditional approaches as, for example,
Cammon Criteria. In the following section, we provide examples of how MBCMs could be used for this
purpose.

3.2.2. Examples of Monitoring Based Certification Models |

CUMULUS MBCMs can be used to specify certification processes for generating certificates verifying
security properties in Common Criteria, aBacurity Functional Requirements (SHR)demonstrate this,

we use an example from the Protection Profile for Database Management Systems developed by Oracle
[DBMS PP, 2000], i.e., a Common Criteria profile [dped for the certification of relational data base
management systems.

The SFR that we focus on in this profile is:
FIA_UID.1.2: The TSF shall require each DATABASE user to be successfully
identified before allowing any other TSF - mediated actions on behalf of that
DATABASE user.

The certification model for monitoring and certifying the above property consists of three assertions: two
assumptions and one monitoring rule.

The two assumptions in the MBCM are used to initialise and terminate a stataiimg) whether a user
is connected to the DBMS following successful authentication. This state is used to indicate whether the
dza SNAzQO S & & F dzf in&he AbRV® \SHR THeSsRie is expressed by the relatmmected(
_thread -id, _user) . The meamig of the relation is that the user indicated by the variahlserhas been
initiated when an event showing the successful connectionuser to the DBMS occurs. The assumption
that is used to initiate the state is expressed: as

FIA UID.1.2.A1
Happens (e(_eld, _thread -id, _host, REQ, o(_thread -id, _query -id, _queryType, _user),
_SRQC), t1, R(t1, t1)) (_queryType = Connect) y
Initiates(e(_eld , _thread -id, _host, REQ, o(_thread -id, query-id, queryType, _user),

SRC), Connected( _thread -id, _user), t1)

The above assertion monitors events of the foofthread -id, query -id, queryType, _  user).

When an event of this form occurs during the operation of the DBMS and the type of the query captured by
the event (i.e._queryTypd A a a/ 2y y 3@y S O BiBated The @&&nts( thread -id,

_query -id, _queryType, _  user) required in oder to operate the certification model of this example are
captured during the operation of the DBMS to be certified and are passed to the CUMULUS framework by

an event translator that we have developed foigtipurpose (see sectidh?2.2for more details).

1 For readability purposes, we provide the specification of the assertion in the high level syntax of Event
Calculus. The specification dflA_UID.1.2.A1 in MBCM for Assertions is given in Appendix A.

%In the experiment that we run to check the correctness and performance of this certification model in the case of the
MySQL server, these events were captured byadit plugindeveloped by McAfee for the MySQL server in order to
capture all interactionsvith the server.
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AAAAAA

AAAAAA

FIA UID.1.2 A2

Happens (e(_eld, _thread -id, _host, REQ, o(_thread -id, _query ~-id, _queryType, _user),

_SRQC), t1, R(t1, t1)) (_queryType = Quit)

HoldsAt( Connected( _thread -id, _user), t1) y

Terminates(e(_eld, _thread -id, _host, REQ, o(_thread -id, _query -id, _queryType,

_user), _SRC), Connected("thread -id", "user"), t1)
According toFIA_UID.1.2.A2, the state2 y Yy S Qi8 BrRidaxed, VK Sy | davdzidé S@Syid 2
LINE GARSR GKFG G GKS GAYS 6KSy (GKS & ¢ dakched in®$ @Sy i
formula by theHoldsAt( Connected( _thread -id, _user), t1) condition.

The monitoring rule (assertion) that is used to check if a DBMS sak$fietlID.1.3s:
FIA UID.1.2.MR1

Happens (e(_eld, _thread -id, _host, REQ, o(_thread -id, _query -id, _queryType,

_user), _SRC), t1, R(t1, t1)) not (_queryType = Connect) '

HoldsAt(C onnected(_thread -id, _user),t)
¢tKS |02@3S FaaSNIA2y Y2yAdlG2NBR AF |G G4KS GAYS gKSy
gueries, in the database (t1), he/she mimave been successfully connected to the database.

tKdzAX GKS Y2yAU2NRAYy3I NHzA S OKSO1a GKFG AT the |1j dzSN
fluent must hold, stating that the user has already established a connection to the database, through the
specific thread.

The life cycle model for the above model is showrrigure7. As shown in the figure, the life cycle
model has an initial state callefictivatedand the statesPrelssued Issued Revokedand Ended(i.e., the
final state of the model). Moreover, there is one composite state, cdlledtinuous MonitoringAccording
G2 GKA&A tAFS 0O80ftS Y2RStsI (KS AdivddiActisaietidéndteskng ( K S
activation of the certification process for generating a certificate for the security property specified in the
MBCM that incorporates thefé cycle model. After being activated, the certificate moves to the composite
state ContinuousMonitoringWhilst being at this state, the evidence required for the assessment of the
security property targeted for the certificate is continually gatheredhsy CUMULUS infrastructure. When
the accumulated evidence becomes sufficient according toeidence sufficiency conditignshich are
specified in the MBCM, and there has been no violation of the assertion specifying the security property
(see conditiom assertionsatisfied, the certificate moves to the staterelssuedPrelssueds a sukstate of
the composite statdssuing Whilst being atPrelssued the certification infrastructure will check if any
extra validity conditions for the certificate g are satisfied (see the acti@heckValidityConditiongithin
the state Prelssued and, if they are, the certificate will move to the stdtsued When the certificate
reaches thdssuedstate, it becomes available to authorised users of the CUMULt#Stucture (e.qg., the
TOC owner, the certification authority which produced the certificate using the CUMULUS infrastructure,
and any clients of TOC and/or the services that it provides) as indicated by the transitiomeCertificate
in the life cyad model. For issued certificates, when the expiration date of the certificate is reached as
stated in theExpirationCondito®# ¥ (G KS a./ aX 0KS OSNIAFAOIGS gAftf Y
the transitionwhen(expiratioaconditions) At this pont the monitoring process will continue until sufficient
evidence is available again for issuing another instance of the same certificate. Finally, according to the life
cycle model ofFigure?, a certification authority may decide to revoke an issuedifieate, as shown by
the transition when(CA revokes certificaté)at moves the certificate to the stat®evoke Revocation
would entail the permanent cease of the existence of the certificate and the permanent stop of the
monitoring of the properties thatould be certified by it, according to the model. The XML specification of
this life cycle model is given in Appendix A.
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Figure? - Monitoring-based CM: UML diagram of Life Cycle Model

3.3. Trusted Computing Based Certification Models

Trusted Computing based Certification Models-p&€ed CMs) represent how a target of certification
(ToC), residing on a FDabled cloud platform, can be certified based on TC mechanisms, namely the TPM,
and the required hardware and software fdmat. The sole security property supported by the CUMULUS
TC certification isoftware integrity The general category is integrity and subject of the property is the
software or application running on a cloud platform.

Given the nature of TC, the trustaih for software integrity measurement and validation is bottom,
starting with the trust on the TPM and motherboard hosting the TPM chip (i.e., the physical platform), and
building up the chain by measuring and reporting the integrity of the firmwaid software upper in a
platform stack reaching the applications layer on the top. In that case, integrity of applications (software)
running on a platform (regardless if physical or virtual in case of cloudjusdtionof the integrity state of
the undelying platform. Having said that, the actual and only security property supported by CUMULUS TC
certification approach is callesoftware integrity bound to platform stae 2 S &l & Go62dzy Ré 6
actual software integrity is assured based on the intggf the underlying platform.

TCbased certification requires TPM virtualisation on the corresponding Cloud platform. There are three
main layers in a referenced cloud platform to be reflected bypased CMs.

1 Physical Platform Layefhe bottom layer @amprises the physical platform and associated to that
physical hardware TPM (pTPM) and physical Root of Trust for Measurement (pRTM). The pRTM is
responsible for measuring integrity of software (e.g., hypervisor) running on a physical platform
andreportsi K2 4SS YSIF AdzZNBYSyda Ayid2 LitaQa tflFadF2NY /

1 Hypervisor LayeNext layer in the cloud architecture is the software running on top of the physical
(hardware) platform, called Hypervisor or Virtual Machine Manager. Upon creatiannew VM,
the hypervisor creates also an instance of a virtual TPM (vVTPM) associated to that VM and triggers
virtual RTM (VRTM), which in turn measures the first code execution of a VM and reports that to
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for each VM.

The vTPM is a software instance of TPM functionality associated to a single VM. The vTPM
component is defined as hardware and/or software realization of the functionality described in the
TPM speification. The vTPM component can be entirely realized as software, virtualizing the
functionality of physical TPM, such as nalatile memory, PCRs, cryptographic engine, hash
engine, etc. The goal of the instantiated vVRTM and vTPM is to make thosardppesame as their
physical equivalents (pRTM, pTPM).

1 Virtual Machines LayemMNext (top) layer of the cloud architecture is the layer where VMs reside.
VMs run guest operating systems and host end user services. Importantly, each VM runs an
attestation agent serving (remote) attestation requests from challengers by following a specific
attestation protocol, the same as in the case of awatualised platform. The attestation agent in
a VM provides attestation evidences about the state of the VM, i.eusthe state of thet a Q a
system platformand applicationsrunning on it, by using the vTPM assigned to that VM.

Deep attestation There is a dedicated service on the hypervisor layer, cBidsgb Attestation Serviaesed

to create attestation evidences aht the state of the hypervisor. For example, after an attestation of a VM

has succeeded, a Remote Challenger might wish to attest the hypervisor below the VM to determine if it is
trustworthy enough tanot modify the VM behaviour and attestation reportinBecause the hypervisor (the

layer below VMs) might also be operating on top of a virtualized platform the concept of iteratively
attesting each individual lower virtualization layer in order to establish the trustworthiness of a VM (and
applicatonsrunA y3 Ay GKS a0 Aa 1y2s6y la | aRSSLI FGdSadl
need to repeatedly attest virtualization layers down until it reaches the bottoast layer operating on

top of a physical trusted platform (with pTPM).

The attestation process underpins any CUMULUS TC certification process, i.e. we use attestation of the
ToC and its underling platform layers to certify integrity of a ToC. The outcome of such integrity attestation
is a Tehased certificate. Correspondingly, the attegta2 y LINRP OS&a Aa | faz2z dzZ2SR |
oF &SR OSNIAFTAOFGS YR RSGSNNYAYS AF GKS OdNNByid ¢:
certified.

Target of integrity. An important aspect of TRased CMs is the representation of theadable TC
support by the underlying, to the ToC, platform and cloud infrastructure. In fact, such representation is
crucial to allow the ToC integritp be properly measured and validated following the-Specific bottom
up chain of integrity measuremesit To do so, we defined a specific data structure (artefact) as part of ToC
definition, calledTarget of IntegrityTol). The role of Tol is to represent all necessary information about the
ToC and its underlying platform and cloud infrastructure layersrdtm a physical platform with a physical
TPM.

Other important and complementary artefacts to the Tol ofbESed CMs are th&vidence Collector
and Evidence AggregatorAn Evidence Collector is defined per each layer of the Tol, and its role is to
represent all necessary information about how software integrity of a given Tol layer is to be attested. An
Evidence Aggregator defines how to perform the complete Tol integrity attestation process staging
down from the top-level application components of Bol (located in a VM) down through all layers to a
physical platform. In the following we show a fragment of ab&€ed CM to illustrate the main TC
certification artefacts.

Example of Tased CM artefacts (ATOS eHealth Application)

<CertificationModel "http://www.cumulus.org/tc-certification>
<ToCld="toc-atos-ehealth-app">
<CloudLayerSaa8/CloudLayer>
<TocDescriptiore-Health application provided by AT&%ocDescription>
<TocURthttp://ehealth.atos.net/services/ehealth</TocURI>
<Tob
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<VMLayep
<Application|D="vm-application>
<Component
<NamelDcumulus:scenarios:Bealth</NamelD>
<Releasel.0</Release>
<ElementReffile://${TOMCATHOME}/webapps/ehealth/e-health-main.jsp</ElementRef>
<ElementReffile://${TOMCATHOME}/webapps/énealth/WEBINF/lib/bcprovjdk150n150.jax/ElementRef>
<ElementReffile://${TOMCATHOME}/webapps/énealth/WEBINF/config/ehealth-config.xmk/ElementRef>
</Component
</Applicatiorr
<Platform|D="vm-platform" "1.2" "Virtual" 'viayer01">
<Component<NamelDapache:tomcat/NamelD><Releas8¥.9%</Release></Component>
<Component<NamelDoracle:jre</NamelD><Releasge-7u60linux-x64</Release></Component>
<Component<NamelDeanonical:ubunts/NamelD><Releas&#.04 LTSRelease></Component>
</Platforn®
</VMLayepr
<VirtualizationLayer D="vlayer01" "1.2" 'Physical>
<Component<NamelDemware:vspherehypervisok/NamelD><ReleasESXi 5.1€Release></Component>
</VirtualizationLayepr
<PhysicalLayer
<PhysicalPlatform>="physicalplatform01">
<TPM><NamelDmfineon:tpm-chipsek/NamelD><Releas&:B 9635 TT kRelease></TPM>
</PhysicalPlatform
</PhysicalLayer
<[Tol>
</ToC
<SecurityProperty<sProperty: "AlS:integrity:softwarentegrity-boundto-platform-state'/></SecurityProperty>
<EvidenceCollector fvm-application’>
<CollectorInfo "cumulus:cm:tc:collector:id:tcmanagée®'
<IntegrityMeasurement "cumulus:cm:tc:integritymethod:linketimestamping”
"cumulus:cm:tc:integrityalgref:shal” 1'23"/>
</EvidenceCollector
<EvidenceCollector fvm-platform">
<CollectorInfo "cumulus:cm:tc:collector:id:vtpni>
<TPMQuote<PCRNumbe®>1 2345678910 11 12 13 14/FSCRNumber></TPMQuote>
</EvidenceCollector
<EvidenceCollector fvlayer01">
<CollectorInfo "cumulus:cm:tc:collector:id:ptprii>
<TPMQuote<PCRNumbe®>1 2345678910 11 12 13 14/FSCRNumber></TPMQuote>
</EvidenceCollector

<EvidenceAggregator
<AggregatorInfd "cumulus:cm:tc:collector:id:tcmanage®
<TolAttestatiorr
<TolAndPlatformintegrityAttestatior Thttp://ehealth.atos.net/services/attestation/>
<VirtualizationLayerlIntegrityAttestatior Tvlayer01"

http://192.168.35.211:8080/teservices/depattestation”/>
</TolAttestatiorr
</EvidenceAggregator
</CertificationModel>

3.4. Incremental & Multi -Layer Certification Models

| 3.4.1. Multi -Layer certification

CUMULUS aims to provide a certification approach that addresses thelayelti structure of cloud
environments. The cloud paradigm in fact offers a powerful approach to the provision of infrastructure,
platform, and software services that, on one sidesrgases performance, flexibility, and effectiveness,
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while, on the other side, raises significant concerns regarding security at each cloud stack layer. In this
context, CUMULUS is developing an integrated framework of models and processes that support the
certification of security properties that insist on multiple levels of the cloud stack. Our-iawydti approach

is based on a single CM that specifies the security property to be certified on a given ToC involving different
levels of the cloud stack (e,drvice-Platformor Servicelnfrastructure ServicePlatformInfrastructure.

This approach works under the assumption that there are no access restrictions to the above mechanisms
for a certification authority/accreditedaboratory. Credentials and configurations needed to access the
mechanisms are specified in each type specific part of the ToC (e.darTbé& Testbased CM). Each type
specific evidence collectors is therefore tailored to the layer where the corresponding mschém be
verified is deployed (e.g., it runs on a specific cloud stack for verifying confidentiality at rest, it runs on
external and internal facilities for verifying confidentiality in transit). At this level, any restrictions on
evidence collection atifferent layers should be covered using different deployment strategies of the
collectors (mainlyfor Testbased collectors) or gaining the correct access rights (mainly for monitoring
event captors). The basic Mutil & S NJ O S NIi MditAL@yerdekifcationdroni Scratah assumes a
scenario where alinechanisms specified in the CM refers to security mechanisms that are not certified.
The certification authority starts a complete certification process (similar to the one used for-sipgte
cettification) evaluating relevant security mechanisms, to the aim of certifying the security property target
of the Multi-Layer certification. We would like to remark that Mtlliyer is a cross characteristic of any
type of Advanced models. For instanceama&nisms at different layers can be verified using different type
specific CMqHybridMulti-Layer), or via compaosition of already existing certificates bound to different
layers (compositioimultilayer), or a mixture of théwo.

In the following, we firspresent an example of Tebhsed MultiLayer CM for property data leakage
prevention We then discuss the peculiarities of-h&sed Mult-Layer model.

| 3.4.2. An Example of Multi -Layer certification : Data Leakage prevention

Let us consider a certification proées F A YAy 3 (2 OSNIAFEe LINRBLISNI& aRI
service deployed on top of a laaS solution. Data leakage prevention requires aLdjfi certification,

where SaaS communications must be encrypted and laaS data must be stored icrypteshstorage. In

other words, the MultiLayer certification must first evaluate the mechanism implementing encrypted
communications and then evaluate the mechanism implementing the encrypted storage.

More concretely, let us consider théest-based Multi-Layer certification aimed at certifying property

G 5 { L Yeakhgécbntrol:dataleakageLINBE @Sy (i A 2 y ECUNMIANPIlEt Spplikaddo,drunning in a

VM deployed on top of OpenStack. In this case, the property cannot be satisfied by just analysing the VM
itself, while it is mandatory to investigate its deployment environment (i.e., OpenStack deployment). More
indetailbL, A F ¢S gyl G2 OS NBgakagecontioNBalISKNJRIEINBBSYLIMRRIYEIS 6
consider confidentiality of data in transfer and at rest. Confidentiality of data in transit is guaranteed by the
exposure of the service with a SSL/TSL communitatiile confidentiality at rest is left to the storage
features of OpenStack. Hence, the injected test cases must address both the service inside the Welight VM
and the services exposed by the laaS hosting the VM (OpenStack). In the following box, ligkt high

TOC parts of a Multiayer Certification Model, where the different cloud layers are described.

Example of parts of a MultLayer Certification Model
<?xml version ="1.0" encoding ="UTF-8"?>
<test:testBasedCertifcationModel

xmins:sch ="http://www.ascc.net/xml/schematron”
xmins:ec ="http://slasoi.org/monitoring/citymonitor/xmlrule”

xmins:sla  ="http://www.slaatsoi.eu/slamodel" xmins:jxb  ="http://java.sun.com/xml/ns/jaxb"
xmins:cm ="http://www.cumulus.org/certificate/model"
xmins:itest  ="http:  //www.cumulus.org/certificate/model/test”
xmins:xsi  ="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal ocation ="http://www.cumulus.org/certificate/model/test
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file:/Users/iridium/Jobs/testManager/CumulusTestManager/XML_Repository/testbasedCM.xsd" >
<CertificationModellD >cumulus:cm:id:test:180302 </ CertificationModellD >
[eée. . ]
<ToC Id ="Welight - Service" >
<CloudLayer >Infrastructure </ CloudLayer >
<CloudLayer >Service </ CloudLayer >
<ConcreteToc >Wellness Welight service </ ConcreteToc >

<TocDescription ~ >Wellness light service web service </ TocDescription >
<TocURI >https://cumulus - project.sytes.net:11080 </ TocURI >
<ToTs>
<ToT collectorReflD ="cFSecnrypted" >
<Interface stateRef ="*" >
<type >Cinder Block Storage Service </ type >

<call >openstackFSenc </call >
</ Interface >
</ ToT>
<ToT collectorReflID ="cChannel" >
<Interface stateRef ="*" >
<type >Welight web interface </ type >
<call >https </call >
</ Interface >

</ ToT>
</ ToTs>
</ ToC>

3.4.3. Incremental certification |

To support the dynamics of the cloud, the certification process must be able to dynamically certify and
constantly verify the validity of a certificate in the production environment. An hcremental
certification process is aimed at providing suctability, avoiding as much as possible timeonsuming
re-certification. This can be achieved by adapting the process to cloud events (e.g., service migration),
changes of the mechanisms in the ToC, and configuration changes on custom or cloud stack
mechanisms, whileproving a comparable level of assurance for the ToC.

Monitoring -based certification is hcremental by definition, as it continuously checks for a property to
be valid. In particular, the deployment on a different stack is automatically achieved by moviradso
the event captors in the new stacR.TGbased certification is based on discrete evidence collection due
to the nature of TC concepand TPM technology. As suchnéremental certification models are not
considered by TGbased certification. It is pregsely the goal of T€bhased certification to provide means
to assure that a service/software integrity state collected at a given point in time (discrete evidence
collection) remains the same over a time period with strong assurance about cloud service #ah
function of its underlying platform integrity.

In the following we describe a TesthasedIncremental certification model that relies on CM Template
and CM Instance

Cettification Model (CM) Template is an XML document angjpecifies abstractconfigurations needed
to certify a given class of ToCs fax given property. CM Template provides the methodologgnd some
guarantees on how the ToC will be evaluated anghich activities will be executed for the specified
property. It contains the specification of a class of ToCs, and is producad signed even before the
service under certification isdesigned.

Certification Model (CM) Instance already described in Section 3.1s an instance othe CM Template
including specific information on configurations and evaluation activities. It includes a reference to the
original template, the security property, the specification ofthe ToC and its components under

® We note that the Monitoring-based approach is ready to support the Incremental process described here
for Test-based CM.
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evaluation, the evaluation activities to be done on the ToC and conditiongor their execution,
conditions on the validity of the produced evidenceand on certificate issuance, and a life cycle
describing how to continuously evaluate the validity of a certificate. It igoroduced and signed before
service deployment.

| 3.4.4. Test-based Incremental certification |

We consder two main Incremental scenarios as follows:

i) CM Instance adaptation permitting to react to new versions of a service, platform or
infrastructure, or any changes in the configurations (e.g., due to elastic scaling, mitpa)
at all cloud layers specified in the ToC.

i) CM Template adaptation permitting to adapt to new conditions and requirements for the
validity of a property. For instance, a bug in a mechanism/algorithm is found or a new
attack discovered. We note that anghange onCMTalso triggers an adaptation process on
CML

In both scenarios thelncremental certification process provides the ability to reexecute (part of) the
certification process, according to changes in the CM Template, the CM Instance, and the system
implementation. We remark that any adaptation produced byhe Incremental process must satisfy the
CM Instance consistency.

In the following we denoted as# - 4afdy possible adaptaton of a givenCMT, and# - )ardy possible
adaptation of a givenCMI.

CMINSTANCADAPTATION

CM Instance adaptation focuses on maximizing the reuse of aleialdence; it follows four different
approaches:

1 Partial reevaluation: where evidence is stilluficient for a successful certification. The adapted CM
Instance/ a lisQerified positively against CM Templ&®T,but it has minor differences with the
original CM InstanceCML Some of the testing flows ih a La® updated with respect to the
corresponding flows i€MI,requiring one of the following actions:

i) re-execution ofa subset of test cases affected by cloud events,

i) execution of additional test cases reflecting additional features introduced iax#sting
testing flow (not impacting on the flow sequence),

iii) all test cases executed on the modified flow must beexecuted due to changes in a
mechanism under test.

We notethat partial re-evaluation does not require certificate authority intervention drcan be
executed at runtime by ouncremental certification process according foa L Q

We consider the example in Secti@¥4.2 focusing ora VM running on top of OpenStack that
requires a MultiLayer certification. In case of VM migration, all evideand configurations related

to the service running inside the VM are still valid because the service is kept unchanged. Instead,
since migration causes a change in the laaS, laaS functionalities mustbaluated. This means

that all test cases address¢o the laaS must be fexecuted in the new environment.

Figure 38 shows the above example, where at tigyéheé Welight VM was deployed on a Cloud
Service Provider A, while at timeit migrates to Cloud Service Provider B. The blue lines refer to the

first certification process at timegtwhen test cChannelwas injected to the Welight VM and
cFsEncryptioto the Cloud Provider; the orange lines refer to the certification process at time t

when the injected tests are addressed to the VM and to the ri&aud Service Provider B. The
R2UGGSR fAYyS KAIKEAIKG A, fipk Se @igialaCMIGtinke) tHeSactithdt / a L Q
the test process is still valid, but it must be configured in order to consider the new CSP
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HGURHE ¢ PARTIAIR=-E/ALUATION IN CASEMW MIGRATION

TableTB3shows a comparison between the QM part of it)before and after the migration. The

changes are highlighted in bold..

é.
<TestCase >
<ID>1</ID >
<Description
ENCRYPTION/ Description >
<TestInstance
Operation ="Configuration" >

>FILE SYSTEM

<Input >service=cinder </ Input >
</ Testinstance >
<TestInstance
Operation ="OpenStackConfig" >

<Input >OS_AUTH_URL=http://172.25.27.69:5000
/v2.0 OS_USERNAME=admin
OS_PASSWORD=cumulus.admin
OS_TENANT_NAME=Projectl
OS_REGION_NAME=regionOne</ Input >
</ Testinstance >
<Testlnstance
Operation ="DeployStorage" >
<Input >storagename=volumel
</ Input ></ Testlnstance >
</ TestCase >

é
</ Collector>

CMI ¢ /[ aMQ U
[eé] [ é¢é]
<Collector Descriptor  ="check encryption for cinder" <Collector Descriptor  ="check encryption for cinder"
Id ="cFSecnrypted" Id ="cFSecnrypted"
isStatic ~ ="false" toDeploy ="true" > isStatic ~ ="false" toDeploy ="true" >

é.
<TestCase >
<ID>1</ ID >
<Description
ENCRYPTION/ Description >
<TestInstance
="Configuration" >

>FILE SYSTEM

Operation

<Input >service=cinder </ Input >
</ Testinstance >
<TestInstance
Operation ="OpenStackConfig" >
<Input >OS_AUTH_URL=http://192.168.1.1:5000/
v2.0 OS_USERNAME=welight
OS_PASSWORD=pass1234
OS_TENANT_NAME=ProjectWeLight
OS_REGION_NAME=regionOne</ Input >
</ Testinstance >
<TestInstance
="DeployStorage" >
<Input >storagename=volumeCSPB
</ Input ></ Testlnstance >
</ TestCase >

Operation

é
</ Collector >

TableTB3- Comparisorbetween CMs before and after VM migration

Clearly, the only changes include the uri, the volume id, and all the references to the new laaS.

i Partial recertification: where evidence is no more sufficient but not contradictory, and the
certificate status iamoved to suspended. The adapted CM Instahca listhot verified positively

F3FAyad /a ¢SYLXFGS

/ a¢sy odzi AG SEA a-Gertificationa ¢ Q ¢

process is instantiated for new execution flows/of 1th& do not exist in te original CML The
accredited lab then evaluates only those additional flows rather than implementing a complete re
certification. It generates and executes new test cases to collect the evidence needed to award a
certificate for a new property p' accortj to the new instancé a L\Wkh the new/ a th@evidence
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becomes sufficient again and the certificate status is moved from suspended back to issued.
A lightweight degeneration of the general case of partiateetification that do not require new
testing activities but a little involvement of the certification authority is obtained via Certificate
upgradeanddowngrade
i) The certificatedowngradeaims at finding a suitable template for the adapted CM Instance
/ a ls@h that a weaker property is stillggerved for the system referring to it. Templates
for certificate downgrade are defined by the certification authority, making the accredited
lab just responsible to check /if a liszonsistent with one of the alternative templates
/ a ¢IRcase such a dis®ound, the original certificat€is downgraded td .Q
i) The certificateupgrade process is the inverse of the downgrade process and is only
applicable to a downgraded certificate.Clt aims to release an upgraded certificate (i.e.,
with stronger property and/or evidence) up to the original certificate

Downgrade and upgrade processes permits to deal with some classes of cloud configurations that
change very rapidly (e.g., numbefrreplicas supporting High Availability).

1 Full recertification: where evidence is contradictory. It is applied in case chang&€Mbcannot be
managed according to one of the above approaches. We note that fgkbntdication is required
only in caseof dramatic changes where neither certificate downgrade nor certificate upgrade is
possible. An example could be the release of a new set of APIs for a given TOC; the changes
significantly target all the cloud structure and a completely @\iis requied.

CMTEMPLATRADAPTATION
CMTemplate adaptation focuses omcremental updates of the certification methodology.

It is driven by the certification authority that releases a refined CM TemplaaetofCMT, and can trigger
a CM Instance adaptation progefor all instance€Mlreferring toCMT.

The initial CM Templat€MTis in fact defined by the certification authority for a given property and class
of ToC. However, upon new conditions and requirements for the validity of the property are discovered,
the certification authority may define an adaptéda ¢ti§at is checked againsEMI originally showing
consistency withtCMT The hcremental process proceeds as follows:

) ifthe actualCMIA & @SNRARTFTASR | 3t Ay Aifiereticés Detwednltheliwd R/ a (
templates # - 4a6d CMTare used to identify those parts ofCMI that need to be re
evaluated A partial re-evaluation is applied for all relevantCMI as for CM Instance
adaptation.

i) Otherwise the system under certification must be adapted and a new instanceé - ) & h
which is verified against# - 4stdefined. Partial recertification must then be executed
on the portion of # - }hat has been changed.

CM Template adaptation can be considered asuification-aware fastpatching approach. As an example,
suppose that United States Computer Emergency ReadinesSdifSidentifies a new vulnerability for a

given ToC, which calls f@&MTmaodification. Such modification triggers a tdpwn adaptation process, and

all certificates referring to affected templates become SUSPENDED. A service owner must then adapt its
system and corresponding instanCMIto maintain the certificate.

Figure 39describes an example of Template Adaptation as follows: i) at tinaeGQMT was created by a
Certification Authority for the certification of a given property; ii) at timeamn Accredited Lab defines CMI

that is based on CMT. CMI is valid until the @edtiion Authority releases at time & new Certification
a2RSf ¢SYLXIGST /a¢Qd {AyOS GKSNB Aa | yS¢ /a ¢SY

* See https://www.us-cert.gov/
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3.5. Hybrid Certification Models

| 3.5.1. Overview of hybrid certification models |

In CUMULUS, we are using dynamic forms of security assessment, notably dynamic testiminaous
monitoring, to overcome some of the limitations of traditional security certification and audits (e.g., to
produce machine readable certificates incorporating dynamically collected evidence). However, there are
cases monitoring and testing inolation cannot provide an adequate or required level of assurance.
Testing, for instance, may be insufficient for transactional services, as it is normally performed through a
special testing (as opposed to the operational) service interface. Monitorisgdoeertification may also be
insufficient if there is conflicting or inconclusive evidence in monitoring data; such data may, for example,
not cover all traces of system events that should be seen to assess a property.

To overcome such problems, we have also developed a hybrid approach for certifying cloud service
security, which combines both monitoring and testing evidenidee key concept underpinning a hybrid
certification model is to crossheck evidence regarding security property that has been gathered from
testing and monitoring and, provided that there is no conflict within it, to combine it providing assurance for
properties. Consider, for example, a scenario where the property to be certified is cloud semiledility.

If availability is measured as the percentage of the calls to service operations for which a response was
produced with a given time period, a monitoring check should verify exactly this condition. However, the
trace of service calls th&ias been examined by the monitoring process might not cover all the operations in
the service interface or the expected peak workload periods of the underlying infrastructure. In such cases,
before issuing a certificate for service availability, it woukdriecessary to test any of the above service
usage conditions that have not been covered yet. The combination of monitoring and testing can take place
in two basic modes:

(1) Thedependent mode In this mode, a security property is assessed for a TO(tnary form
of assessment (monitoring or testing) which triggers the otlseibrdinatg form in order to
confirm and/or complete the evidence required for the assessment.

(2) The independent mode; In this mode, a security property is assessed for a TOC Wy bot
monitoring and testing independently without any of these assessments being triggered by
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outcomes of the other. Then at specific points defined by the evidence sufficiency conditions of
the certification model the two bodies of evidence are correlated arosschecked to
complete the hybrid assessment.

Beyond the elements of certification models that were overviewed in previous sections, a hybrid
certification model should also define: (a) the mode of hybrid certification; (b) the way of correlating
monitoring and testing evidence; (c) conditions for characterising these types of evidence as conflicting,
and (d) the way in which a final overall assessment of the property can be generated based on both types
of evidence.

In the following, we give examplesf dependent hybrid certification models of both modes and
formalise them using them the assertions used for monitoring based certification models. Independent
certification models are not covered in this report as they are the subject-gjoamy work.

3.5.2. Examples of hybrid certification models

Our example of hybrid certification models shows the use of a hybrid approach in certdtamintegrity-
at-rest, i.e., a property expressing the ability to detect and report any alteration of stored data in & éérge
certification (TOC).

A monitoring based certification model for this property could be specified using the following
monitoring rule (the specification of this rule, assumes the following agents and variables denoting them:
service consumers (_sclarget of certification (_TOC), authentication infrastructure (_Al), certification
authority (_CA)):

AlS:Data - alteration - detection :R1

Happens(e(_el,_sc, TOC,REQ, updOp(_cred, data, auth), TOC),t1,[t1,t1]) ~

Happens(e(_e2, TOC, AlLRES, updOp(_cred, data,_vCode), TOC),t2,[t1,t1+d1]) »

smO#1T AA Y . El &

Happens(e(_e3,_TOC,_A,REQ, notifO(_cred,_data, auth, h), TOC),t3,[t2,t2+d2])

According to this rule, when a call of an update operation iT@ds detected at ame time point t1 (see
event Happens(e(_el, sc, TOC,REQ, updOp( _cred, data, auth), TOC),tL fiict1d) response to this

call occurs after it (see event Happens(e( _e2 , TOC, _Al, RES, updOp( cred,
_data, verCode), TOC),t2,[t1,t2+dlihdicating that he request has been granted (see conditiorCode

r  bintie Gule), the monitor should also check for the existence of another event showing the call of an
operation in some authorisation agenfAto notify the receipt and execution of the update regigsee
Happens(e(_e3,_TOC, CA, REQ, notifO(_cred, data, auth, h), TOC),t3,[tP,tZ+rd2hbove model has
two limitations in providing assurance for the integrétytrest property: (1) it cannot capture updates of
data that might have been carried owvithout using the update interface assumed o OC(i.e.,
_updOp(_cred, data, vColle)and (2) it cannot check that the operationupdOp has checked
authorisation rights before updating data.

A hybrid model could be used in this case to overcome partially the first of these limitations. More
specifically, a hybrid model in this case could be based on periodic testing to detect if stored data have been
modified and monitor the periods betweendttests that revealed data modifications to check if appropriate
notifications have also been sent. Data modifications could be detected by obtaining the hash value of the
relevant data file in the TOC periodically. Then, if across the execution of tveeadive tests, the last
retrieved hash value of the file is different from the previous hash value, a data modification action can be
deduced. In parallel with the execution of this periodic test, the hybrid model will also monitor the execution
of notification operations. Hence, when a data modification action is detected by two consecutive tests, the

® Note that the operation signatures used in the rule may change depending on _TOCwithout affecting the generality of
the rule.
Date29/06/2015

Page38/ 58



Document name:CUMULUS Evaluation Repoxt Project Results summarized for external Evaluators
Version: 1.0
Security: Public

hybrid model could also check whether a correlated notification operation has been executed within the
period between the tests.

This hybrid model can kexpressed using the following monitoring rule and assumption:

AlS:Data - alteration - detection :R2
Happens(e(_el,_CA,_TOC,EXC(T ), _getHash(_TOC,_file,_h1),_CA), t1, [t1,t1]) »
(T1TAO! Os, AOO( ACEsmAEET At MET 1 Df s+ Oss v smEtS | mMEf S
Happens(e(_e3,_TOC, CA,REQ,_notifO(_cred, data, auth, h1), TOC),t3,[t2,t1])

AlS:Data - alteration - detection :Al:
Happens(e(_el, CA, TOC,REQ, _getHash(_TOC, file,_hl), TOC),t1,[t1,t1])

(11 AO! Os, AOO(AOEsmZEAET At MEf} Ottt Otss v s mEts | mESY
Terminates( _el,LastHash( file,_h2,t2) 1) " Initiates(  _el,LastHash( file, h1,t1) 1)
AlS:Dataalteration-detectionR2A & | AGK@O0ONAREé NHz S |a Al ARBEDANdZRSEA

RESevents) and events that trigger the execution of tests (EXC(%) events). The rule expresses a
hybrid dependent mode model where evidence arising from testing triggers the acquisition of monitoring
evidence. Hence, testing is the primary form of assessment. In particular, the rule forces the execution of
the eventHapens(e(_el, _CA, _TOC, EXQ(TgetHash(_TOC, _file,_h1),_TOC), t1,[t1g&}jodically

every Ter time units to invoke the operationgetHashin the testing interface of TOCand obtain the
current hash value_fl) of the data file (file) of _TOC If this value is different from the hash value
recorded by a previous test at some t2 (i.e., the value recorded in the state condition
LastHash(_file,_h2,t2yule R2 checks if an update notification has also occurred between t2 and t1, as
expressed by He monitoring event
Happens(e(_e3, TOC, A REQ, notifO(_cred, data, auth, hl), TOC),t3Raljybrid model uses also

a monitoring assumption (i.e., Al). This assumption is used in the model to update the hash value recorded
in the state conditiorLagHash if a test retrieves a hash value that is different from the last recorded one.

Although the above model can capture data updates that have taken place without the invocation of the
file-updating interface, it cannot guarantee that it can capturepalssible updates that might have taken
place. In particular, it won't be able to detect if more than one update have taken place between two
consecutive executions of the periodic test. Hence, it addresses the first of the limitations of the monitoring
problem (i.e., limitation (1)) only partially.

To address the second limitation of the monitoring model (i.e., limitation (2)), it is possible to construct a
different hybrid model. This model could rely on testing to ensure that every time that an #ggnt
requests a data alteration, it has the authorisation right to do the requested alteration. This model can be
expressed by the monitoring rule below:

AlS:Data - alteration - detection :R3

Happens(e(_el,_sc, TOC,REQ, updOp(_cred, _data, _auth), TOC),t1,[t1, tap) ~

Happens(e(_e2, TOC, AlLRES, updOp(_cred, data, vCodel), TOC),t2,[t1,t1+d1]) »

smO#1 AAts Y . EIl &

Happens(e(_e3,_CA,_AlLEXC,_authorO(_cred, auth, vCode2), TOC),t3,[t2,t2+d2])*

smO#1 AAY . . ETl &

Rule AlS:Dataalteration-detectionR3 monitors requests for updates of TOCdata through its normal
updating interfaceHowever, for every such request that is granted BYOCit requests the execution of a

test to check if the entity that requested the update had indeed the authorisationpibate data. This is
expressed by the EXC event
Happens(e(_e3, CA, AlLEXC, authorO(_cred, auth, verCode2), TOC),t3,[tR,tand2]the condition

P DS NI 2 R &R3, the rhokitbring evidence triggers the execution of tests. Hence, the rule expresses a
dependent hybrid model where monitoring is the primary form of assessment.
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4. Assurance

The ultimate objective of a security certification process should be providing the user of a certified system
with some kind of guarantee that the system holds the ctdnsecurity properties. For a given case, these
guarantees depend on both the given reference criteria, system, security properties, and process, including
the entities involved in it. The amount of guarantees which can be associated to a given centificati
process is, in some cases, used as a figure of merit (it can provide a way to compare certification
criteria/processes and/or certified products with each other and/or with user security
requirements/policies). In practice, the said guarantees are reteto asassurancelt is useful to have a
preliminary look at some aspects of the concept of assurance in Common Criteria.

Common Criteria define a scale of assurance levels where each level corresponds to a defined set of
kinds of evaluation activities. In some sense, each kind of evaluation activity contributes to the assurance
level. Looking at testing activities is herertpaularly significant. Essentially, testing activities in Common
Criteria are separated into functional and penetration testing. How these activities contribute to the
assurance is defined by specific metrics. Functional testing is qualified by a meatheeextent at which
the test cases stimulated both the system interfaces (in terms of fraction of interfaces and fraction of
possible inputs per interface, and globally referred tdest coveraggand the layered design components
(globally referred @ astest depth. Penetration testing is qualified by a measure of the cost of exploiting a
system vulnerability (in terms of required time, expertise, system knowledge, system access, and
equipment, and globally referred to astack potentia).

CUMULUSehves the issuers of certification models (at any of the considered abstraction levels, i.e.
Certification Model (CM), Certification Model Template (CMT), and Certification Model Instance (CMI)) with
maximal degree of freedom about how to represent (andasige) assurance. At the same time, CUMULUS
takes into account the concept of assurance as developed in Common Criteria, as it readily appears by
looking at the certification models developed for test based certification approach. In fact, these
certificaion models explicitly consider (and provide examples for) metrics for functional and penetration
tests to be used. These metrics can contribute the evaluation of the assurance associated to a test based
certification model (even though evaluation rules a currently specified).

Regarding the concept of assurance, issuers/users of certification models could raise questions such as

1 Can the assurance associated to a certification model be enforced by a certification model of a
higher abstraction level? H&wv

1 Can the assurance associated to a certification model (at any abstraction level) be recognized and
compared with given requirements? How?

1 Can two different certification models (at any abstraction level) be comparegch other for
assurance? How?

We try to answer these questions for the test based certification models by restricting to the assurance
corresponding to test specification. For the first question, we observe that, by using suitable metrics (see
before) and specifying suitable values for dbe the CM/CMT issuer could explicitly express the
requirements for consistency for the functional/penetration tests to be specified in a CMT/CMI, thus, in a
sense, enforcing the (test contribution to) assurance in these models. An alternative couldekglititly

refer, in the CM/CMT, to lists of functional/penetration tests where to select from for the specification of a
consistent CMT/CMI. As for the second question, we notice that, by using suitable metrics (see before) the
CM/CMT/CMI issuer could eligitly qualify the functional/penetration tests and thus, in a sense, allowing
the recognition of the intended contribution of test activities to assurance. Once recognized, this
contribution could be easily compared with CM/CMT/CMI user requirementsast lin the favourablg

case where the user requirements were expressed (directly or by exploiting some kind of equivalence) in
terms of the metrics adopted by the CM/CMT/CMI issuer. We also notice that in the gamgfaaldurableg
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case, the comparisonfanterest could be quite complex. Finally, observe that the answer to the third
question is very similar to the one given for the second question.

An interesting aspect to be considered when assessing the capability of a certification process to provide
assurance is the associated trust model (in terms of entities involved in the process and trust relations
among them). CUMULUS defines a (hierarchical) chain of trust, based on certification model signature,
involving the issuers of the certification modelsany abstraction level (CM, CMT, and CMI), which, in a
sense, can be seen as the reference criteria to conduct the certification process. Such chain of trust,
assuming that the trustworthiness of the root entity can be suitably assessed, can supperidheser in
assessing (a contribution to) the assurance corresponding to the overall certification process specification.

Finally, it is important to stress the fact that potentially each action performed during a certification
process could contribute tdhe overall assurance as perceived by an end user. At the model level
CUMULUS foresees a set of primitives to configure the actions to be performed in the certification process.
However, such configuration should be completed by providing the end uskeranitidequate visibility of
all the relevant results and all the relevant mechanisms put in place to guarantee the correctness of the
process execution. From this point of view it is important to notice that the high transparency of the
CUMULUS certificatevhich allows to access the whole set of evidences collected during the certification
process, is an important factor to be considered when determining the capability of representing the
assurance requested by a generic end user. Such transparency doesaige only collected evidences,
but also other kind of proofs that provide additional assurance on the trustworthiness of tools and
components used in the certification process execution and the interaction among them. As a matter of
fact, the CUMULUBramework foresees the use of agents for evidence collection that are deployed in the
cloud system and that could assess the integrity of the underlying platform by Tisisged Computing
mechanisms.
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5. CUMULUSaware Application Engineering

CUMULUS certitition framework provides strong assurance about the security aspects of cloud
services. Looking at the side of consumption of certified services, one finds the need of an engineering
YSiK2R2f 238 GKIFIG SyloftSa (KS deySemz2iinedrBdpiokedesit® OS |
make decision about the level of security assurance when consuming those services. That is, applications
consuming cloud services need a way to make a decision whether security aspects of services are sufficient
for the apgication needs. However, It is not enough just to look at how to enable the use of certificates to
make security assurance decision when consuming services, but the problem requires a holistic approach of
how to enable applications security engineeringSWWB (G KS | 84dz2N>F yOS 2F &ASNIIAO
part of the security solutions adopted for a given application/system.

That is exactly the goal of CUMUL&MEre engineering framewor& to provide a holistic approach to
application security engineenyj where domain security requirements, security solutions and certification
NEIjdZA NSBYSyida T2N) aSNDAORSORFAW dzY LIl K2 yi IANMBE RRAIRANVASR
models and solutions for a given (application) domain. In that way, CUMUhgiSeering approach
ensures that the consumption of certified services ocaurly within the contextof the security solutions
defined for a given application domain. Following that, the role of certificagguirements is to provide a
means of expressg what certification aspects a service must comply with to be considered as a candidate
for successful realization ofsecurity solutionvhen system computing is externalized otleat service.

The CUMULUEBNgineeringframework providesmethodology processand tools toallow application
developers take full advantage @UMULUSRertification and strengthen the security assurance of their
applications when consuming (intcting with) cloud service§he CUMULUS engineering methodology
defines a twedimensional engineering framework: aecurity knowledge representatiorand an
engineering procedsr systems security engineering driven by security knowledge representation.

Security knowledge representation is defined by several structured models aresponding artefacts
called Domain Security Metamodel (DSM), Service Assurance Profile (SAP), and Sty Pach of
those models plays a specific and distinct role in the engineering methodology, and forms part of a
modelling framework

Certifiation requirements aralefined by means of SAPs. SAPs allow security experts and certification
authorities to express certificatichased assurance aspects of services to facilitate service consumers in
decision makingabout the security assurance cloud rsices have to conform taSecurity Patterns help
engineers in the reation of secure systems Ipyoviding a structured definition of a security solution by its
model, components and theiinteractiors, and the realization of the solution. The security fmahs
adopted in the CUMULUS engineering framework allovinfioiitive and easy integration in system models
SAPs and Security Patterns are defined independently and separately from security needs of application
domains In contrast, aDSM provides arintegrated security knowledge representatidor a given
applicationdomainspecifyingwhat, why, andhow domainspecific assets are to be protected by means of
security patterns and SAPs. In other words, a DSM spehifiwsto apply security patterns an8APg0
cope with system needsnd security requirementsf that domain

The modelling framework of the CUMULUS engineering approach allows different actors to define
security models and artefacts of the engineering methodology with decentralisedylite management
and usageThe modelling framework distinguishes two types of acteexurity expert@and certification
authorities Security experts bring dedicated expertise and knowledge to define security patterns of specific
security solutions for a pitem, and/or an integrated security knowledge for a given system domain by
specifying DSMs. Certification authorities bring dedicated expertise on certifiegiecific service
assurance aspects by specifying SAPs in conformance to the certificatiorsraatierities use/adopt for
service certification. Looking from the perspective of a security expert defining a DSM for a given
application domain, SAPs (as defined by authorities) are seen as certification requirements that cloud
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services must conform tan order to provide necessary assurance to applications in that domain when
consuming those services.

The role of the engineering process is to apply the security models of the engineering methodology
(DSMs, SAPs and Security Patterns) to a given systahal throughuserinteractive process of system
modelenhancementsandto provide generic but flexiblapplicationsecurity engineering withiserfriendly
decision supporallowing system designers to engineer security aspects of their systems with ailostd
aSOdzNRGe azfdziazya (2 GKSAN agadsSvyaQ ySSRao

The CUMULU®nNgineering toolset suppostthe modelling framework anthe engineering procesby
allowing semiautomated tootassistedapplication security engineeringand security models lifecycle
suppat (creation, editionand deletior) over a decentralized repository infrastructure.
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6. Costs of applying the CUMULUS approach

6.1. Cost of certification model specification

6.1.1. Costs of test based certification model specification

We consider the worst case scenario in which all components and elements of a certification model are
specified from scratch for each certification process (e.g., ad hoebtestd probes are specified for each
certification process and model). We definlgetcost C of tesbased certification model specification as
composed of two main contributing factors: i) tests introduced b¥CM specification (definition of XML
based certification model) and ii) the costs required for prilhplementation We note hat probe reuse
(which is supported by CUMULUS tbhased certification framework in D2.4 and D3.3) can substantially
reduce the cost of tesbased certification model specification in a general scenario.

On the basis of the above equation, we can forefgee cost scenarios: i) no probes are implemented,
ii) static certificates are issued, iii) dynamic certificates are issued. The first case provides lowest
specification costs (i.e., saiértification), while limiting the level of assurance provided service
properties (i.e., no evidence supports the properties of the service). The second case provides an increased
cost, mainly due to probe specification, supporting a level of assurance comparable to existing software
certification schemes. The thirche provides the highest level of assurance, supporting all advanced CMs,
at a price of a small increase in the costs of CM specification, that is, lifecycle management. Similar to the
LI LISNJ aLy@SadAy3a Ay {2Fdsl NB ¢il§okemAlyMLY]cost Kralysis & (i 2
test-based certification can be done according to the following options (see Table XYZ): i) testing staff,
infrastructure, and tools, ii) development costs, iii) testing execution costs, iv) customer support. All these
options contribute to the calculation of the certification costs and corresponding return of investments.

Costanalysis fortest-based certification

Options Parameters

Testing Staff

Infrastructure

Tools

Development Probe development

XMLspecification

Fix cost

Execution Cost of verification

Fix cost

Customer/cloud support | Access to customer/cloud backen

Fix cost

TablreXYZ. ROI analysis for certification testing option

6.1.2. Costs of monitoring based certification model specification

The process of specifying monitoring based certification models is not trivial.
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The core cost factor of it is the specification of appropriate assertions in order to express the security
property that needs to be certified for the given target of certifioa (TOC) in a manner that can be
monitored operationally. This is certainly a nwivial exercise. CUMULUS has advocated an assertion
language with welblefined semantics grounded on Event Calculus for this purpose. A key characteristic of
this languagés the use of the relatively simple modelling primitives of events and state conditions, which
occur and are initiated/terminated at specific time points. The simplicity of the key elementary modelling
concepts that have been advocated for this purposepdifies the security property specification task, as it
does not require familiarity with an extensive set of conceptually concept, modelling primitives. At the
same time, however, the reliance on primitive modelling primitives makes the specificatisacafity
properties complex in certain cases (especially in the case of aggregate processes). It has to be noted,
however, that handling such cases can become significantly easier through the use of security and SLA
monitoring patterns as the ones that hewbeen specified in [Mahbub et al 2011; Spanoudakis et al 2007].
The cost of the security property specification process can also be reduced significantly by the
standardisation of parametric definitions of monitorable security properties.

The second coreost factors in the specification of monitoring based certification models relates to the
specification of life cycle models. This can also entail a-trioial cost. However, the CUMULUS
infrastructure contain some generic default life cycle models tlmatlad be used in different monitoring
based certification models (seedion 3.2for an example).

6.1.3. Costs of trusted computing based certification model specification

TCbased CM specification has no specific or significant cost as it mainly depends existiemce of TC
technologies on a cloud platform. Given that will discuss the cost of T&ased certification in terms of

required hardware and software necessary for a cloud provider to invest to enakdased certification

for both the cloud infrasucture and user services hosted on the cloud infrastructure. We note that TC
certification may be enabled only for a part of a cloud infrastructure where TC services drabadC
OSNIAFAOFIGAZ2Y INB 2FFSNBR (2 LINBeedsdTC Gaydbdidsted ol > S
the part of the cloud infrastructure which is TC enabled. Similarly, a cloud provider may gradually invest
over time to enable the cloud infrastructure with TC functionality-b&€ed certification requires physical

TPM presene on the physical layer of a Cloud infrastructure and TPM virtualisation on the hypervisor
layer.

Hardware To enable part of the cloud infrastructure with TC functionality, all corresponding servers
(machines) forming part of the infrastructure must be TPM equipped, that is with a TPM chip and TPM
enabled motherboard with corresponding firmware (including ptgisRTMs such as CRTM). For example,
if there are 100 servers (in a raskyle configuration) where a hypervisor software instance is running, a
TPMenabled physical platform is required for all 100 machines so that the integrity of each hypervisor
instalOS A& YSFadaNBR FyR NBLER2NISR Ay GKS LIKeaaAorft ¢t
evaluation lab will be able to request/obtain integrity measurements of any hypervisor instance and
determine whether all instances represent the same hypnvioftware release, and generate af&sed
CM for the hypervisor layer.

Generally, TPM chips are not expensive hardWaredl TPMenabled servers do not incur over cost
compared to those without TPM chips

6 Currently most TPM chips can be found in the range of 8-25 Euros.

" For instance, IBM BladeCenter server series, such as HS22/HS23, offer TPM integration for several years
now as part of product features. Dell PowerEdge servers, such as R815/R820, offer TPM integration as part
of product features as well.
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Software As specified by the Trusted Comput@®pup, the TCG Software Stack (TSS) is one of the main
software building blocks of a Trusted Computing System. TSS is to be deployed on top of @mabiei!
platform where a hypervisor instance is executed. There are open source implementationé. of TSS

The hypervisor layer must providePM virtualisation(VTPM) to enable FRased certification on the
layer of VMs in the cloud stack. In fact, proper TPM virtualisation implementation on the hypervisor layer is
a vital part of Téhased certification. Thigs the most significant part of softwarerelated cost to be
invested by a cloud provider. At the moment only few hypervisors provide TPM virtualisation such as Xen
hypervisof. TPM virtualisation technology has not yet reached wide adoption irctimemunity and few
realisations are available. An implementation of TPM virtualisation should conform to TCG specifftations
Each VM that has an associated vTPM instance must have a corresponding TPM driver and TSS installed on
the VM in order to make usef the vTPM.

There is no specific cost on the side of a CA/evaluation lab in termssgeb@ic hardware or software
necessity in order to specify a -B@sed CM. The CAl/evaluation lab needs access to the VM and/or
hypervisor layer to examine the ToCugtture and the environment the ToC is running in. Based on that,
the CA/evaluation lab can generate the corresponding CM for the given ToC. The CA/evaluation lab has to
ensure that a TC Module (of the CUMULUS framework) is properly deployed and coniiigtired/M of
the ToC.

6.2. Cost of certification model execution

6.2.1. Test based certification model execution & performance evaluation

The performance of a tediased certification model execution is strongly dependent on the executed
test cases and therefore ficult to evaluate in a general case. In fact, while the setup phase of the
certification model execution environment is almost fix and negligible, variable time is requested to
execute test cases and strongly depends on the specific scenario.

As an examlg, we measured the performance of the tdsised certification framework in a scenario
aimed at multilayer certification of property data leakage. The considered certification process requires to
run three test types:

a) A test using Nmap script engine thiexk if the service is providing information over a SSL/TSL
channel.

b) A test that checks that sensitive data are stored encrypted in a database.

c) A test checking that the cloud infrastructure (OpenStack in our scenario) is using secure internal
communicatiors or is providing encrypted storage.

We run the above certification process 10 times in our deployment infrastructure composed of a single
node Ice House Devstack installation and a single Test Agent running all test cases. The overall average
certification time is around 55,6s. Table T1 shows some detailed results, reporting the response time
collected from the Test Agent for each test type.

TestType => Test a) Channel (ms) Test b) test DB Test c) OpenStack Test (ms
15108 15902 24042

® Such as TrouSerS (http://trousers.sourceforge.net)
o http://wiki.xenproject.org/wiki/Virtual_Trusted_Platform_Module_(vTPM)

19 http:/vww.trustedcomputinggroup.org/developers/virtualized_platform/specifications
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15116 15907 24090
15112 15842 24045
15108 15869 24045
15113 15908 29147
15113 15912 24104
15112 15892 24091
15114 15796 24158
15104 15887 24195
15132 15889 24140
Average => 15113,20 15880,40 24605,70

Table T1 Test and Execution Time

We note that the described certification process considers the worst case scenario: every test case is
executed in a sequential manner with no parallelization. In a real case, however, test cases can be executed
in parallel increasing the performance. Iddition, performance can be further increased by incremental
certification. We alsonote that testbased certification model execution introduces some monetary costs,
due to the fact that test agents may need to run in the production cJaetisuming cloudesources such
as bandwidth, storage, and CPUbese costs again strictly depend on the executed test cases and can be
reduced by incremental certification processes.

6.2.2. Monitoring based certification model execution & performance evaluation

In order to evaluate the performance of the monitoring based certification process, we carried out an
experiment where we used the CUMULUS framework to realise the certification process fecilmity
functional requirementIA_UID.1.%or the MySQL Server. the experiment, we used a certification model
including the assertions specified in S&2.2and RUBIS benchmark to produce a workload of events for
the MySQL server that we wanted to monitor [RUBI}. also used thélySQL AUDIT Plugieveloped by
McAfeeto capture logs of all queries during the operation of the seridyr$QL Audit Pluglin

The basic time measure that we used in order to evaluate the performance of the certification process
was the average time for making a decision about the monitorsggdion formulas in the model, called
decision delay od-delay. d-delaymeasures the difference between the time point when the latest event
that is needed in order to make a decision about the satisfaction or otherwise of a monitoring formula
occurs (f) and the time when following the capture and processing of the event, the monitor makes a
decision on whether the formula is satisfied)(tGiven the ellelay measures for individual formulas (i.e.,

A 0z 0), the average delay is calculated by the foilegvformula: Av(d) =& d/N where (i) d is the d
delay of each monitoring rule instance, and (ii) N is the total number of monitoring rule instances for which
a decision was made.

The graph irFigure8 shows the d values for the different events of the RURifchmark that caused
monitoring rule checks in the certification model, as well as the moving averagdealag for a window of
1000 events. As it can be seen from the figure, the averadelal remained relatively stable throughout
the execution of te RUBIS benchmark with an average value at 384.33 milliseconds and a standard
deviation of 118.92 milliseconds.
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